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Chapter 1. Kolab 2 Free Software Groupware
Overview

The Kolab Groupware is a highly scalable and secure solatiistrictly based on a client/server
architecture. The server part of the groupware solutioreiheeferred to as "Kolab Server" runs on
GNU/Linux, namely on a current distribution out of DebiargdRHat or SUSE in addition to FreeBSD.
Most testing was done on Debian and SUSE.

We minimized the usage of Linux distribution dependenciesrder to gain maximum portability. In
order to be able to apply readily available security updatestimely manner employment of a
well-maintained GNU/Linux distribution like the above ntiemed seems desirable. The goal is that
standard security updates as provided by these vendoredasthlled without affecting the Kolab
server’s functionality.

The Kolab server is distributed as OpenPKG packages whictsfor a single source for our many
target platforms.

It is not the scope of this architecture to integrate withuhderlaying operating system in such a way
that the administration of the operating system is accahptl with it.

The free software groupware client application is develioggea native KDE 3 application. Microsoft
Windows XP based clients access the Kolab groupware sesirg Wicrosoft Outlook 2002 with the
Toltec Connector Plugin installed (reference platformhigh-level description of the complete free
software groupware solution, seen from the users pointexfMollows. The list was created with
existing proprietary groupware products in mind, namelgidsoft Exchange Server with Outlook 2002
clients on Windows NT.

1.1. Email Functionality

The common internet email functionality is provided:

« sending email via SMTP over TLS and receive it via IMAP ovelSI{preferably) or plain SMTP and
IMAP (alternatively for backward compatibility reasons)

« support for strong cryptography for email bodies and attemtits in addition to the security features
provided by the transmission protocol (which can be founithénformer project "Agypten”)

- optional support of message receive confirmations (thegetsrprompted for an acknowledgment)
- adding priorities to emails (importance header)
« vacation message functionality

« email forwarding functionality
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- receiving and sending business cards along with email

Every standard-conforming mail user agent (MUA) and welwser can be used to access the Kolab
server for this functionality.

1.2. Contacts

The client application maintains a private address book(it&cts”, German: "Kontakte"). Note that this
is very different from a global address book. A users prizatéress book is stored on the Kolab server in
IMAP folders. A bidirectional vCard interface is provideéd.consequence, vCards received as email
attachments can be easily added to a users contacts.

In Kolab 2 the newly introduced cross-platform XML-stordgemat allows a server side personal
addressbook.This is interchangeable between Kolab slieoluding Microsoft Outlook with the Toltec
Connector.

In Kolab 2 a user may have multiple contact folders. One iskethas the default contact folder though.
Last but not least contact folders can be directly shareddssi users using IMAP.

1.3. Address Book

A global shared address book is available independentty fhee above mentioned contacts. Address
book entries are maintained inside a LDAP directory on thialKserver and can be exported to vCard
and XML format. The necessary conversion is done by the Kolignt application.

A Kolab user or Kolab maintainer can change the LDAP baseshped contact information by using the
Kolab web administration interface.

1.4. Calendar Entries

A user can have private calendar events. Although thesdsaenvisible for other users using published
free-busy lists ,the exact event information is hidden ftbem. They only see that a given private event
of another user exists. Private events are saved on the Ketabr in an IMAP folder. Users can
schedule group events and invite other users. An existiogmevent can be modified by the user who
originally created it. Examples for group events are:

- Group meetings

- Conferences
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Group events are saved like private calendar entries onadhablserver and differ only by their attributes
and access permissions. When creating a new group evertaaraheck the availability of the desired
attendees.We refer to this later as "publishing and chgdkée-busy lists".

In addition Kolab 2 allows for multiple calendar folders farery Kolab user and knows about group
calendars shared directly via IMAP. There is always oneudetalendar folder for every Kolab account.

1.5. Notes

A user may take private notes which are then stored on theébksdaver. Notes can easily be mailed to
other users and shared with them, as copies in addition tingitaem via IMAP.

1.6. Task Lists

Users can maintain task lists with priorities. These aredan the Kolab server. Iltems on the task list
can be assigned to different users and added to their taslatisvell, as they receive and accept them.
Task lists are private if no items are meant for other users.

Task list may be shared using IMAP folders

1.7. Shared Resources

Shared resources (e. g. meeting rooms or pool cars) can begedim the same way as regular group
calendar events.

Basically this means that shared resources are invitecetatelike any Kolab user.

In addition Kolab 2 implements automatic handling of shaesiburces with resource dependent
configurable policies.

1.8. Print Services

Emails, calendar events, task lists, contacts and notesaaily printable by the client application.
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1.9. Palm PDA Synchronization

The contacts, calendar events, notes, and task lists cambrenized with a personal digital assistant
(PDA) bidirectionally. The HotSync protocol is used and iguiees compatibility to a wide range of
PDA devices. The reference platform is a 3Com Palm V runnadgnfOS v3.1.
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A technical description of the communication between KDErdk and the Kolab server follows.

2.1. Protocols

The protocols were selected with the following criteria imch

proper standardization e.g. by the Internet Engineerirsg Force (IETF, http://www.ietf.org)
open standard in the sense that a Free Software implen@nistivailable

existing Free Software implementations must scale very wel

In general simplicity is preferred over complexity. Theiliation to a small set of well-established and
widely used protocols is a major design goal.

This leads to the following protocols used in the project:

Lightweight Directory Access Protocol Version 3 (LDAP, IERFC 2251)
File Transfer Protocol (FTP, IETF RFC 765)

Simple Mail Transfer Protocol (SMTP, IETF RFC 2821), SMTRo8ecure Socket Layer / Transport
Layer Security (SMTP over SSL/TLS, IETF RFC 2246)

Internet Message Access Protocol (IMAP, IETF RFC 1730), AMaver SSL/TLS (IETF RFC 2595)
Post Office Protocol Version 3 (POP3, IETF RFC 1939), POP3 8% /TLS (IETF RFC 2595)
Hyper Text Transfer Protocol (HTTP, IETF RFC 2616), HTTPS8L/TLS (IETF RFC 2818)

HotSync Protocol (this does not gather some of the abowerizribut seems to be widely accepted and
free implementations exist)

2.2. Used File Format Standards

multi-part MIME email as standardized by the IETF
iCalendar and vCard as standardized by the Internet Mais@uoiam (http://www.imc.org)
XML Kolab format as standardized by the Kolab communityghittivwww.kolab.org/)
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Sending Email

The Kolab server runs the Postfix Mail Transfer Agent (MTAYlatts as SMTP relay for all users.
However it is possible to decouple this functionality frame tmailboxes and establish it on another
server, for load-sharing and high availability purpose8ity is provided using two methods:

1. on the application level: Email can be encrypted using®iP/GPG
2. on the transport level: the SMTP relay accepts SMTP ov& dannections

For compatibility reasons, plain SMTP is also supported.

3. on the transport level: for Kolab users we use sender atitication so that recipients can trust in
the from-address of Kolab messages.

Receiving Email

Users read their email via TLS secured IMAP from the KolalveeMNew user accounts are created on
the Kolab server as LDAP based Kolab accounts (not as re@Nal/Linux accounts), using the
mailbox nameuser . <user name> below thedonmai n hierarchie. The latter is a requirement resulting
from the Cyrus IMAP daemon and prepares for future multi-domecapabilities.

The Postfix MTA on the groupware server delivers email foalassers to the Cyrus IMAP Daemon via
the Local Mail Transport Protocol (LMTP) to their respeettMAP mailboxes, which are implemented
in a format similar to the maildir format (not traditional mbstyle, every email is a regular GNU/Linux
text file).

The emails are then further processed by the users cliektageapplication. Note that Cyrus maps the

above mentioned mailbaxser . <user nane> to a configurable directory tree within the Kolab servers

filesystem. The email messages are transferred via IMAPhsgnization to the client application using
the disconnected IMAP capabilites of the client. This synoiration functionality also provides the
required offline functionality.

The messages are identified via a unique IMAP id. Optionafigrs can physically receive their email

messages via POP3 over SSL from the groupware server anartherfprocessing is done locally on the

client. For compatibility reasons, plain IMAP and unendegpPOP3 message transfers are also
supported.

POP3 capabilities are a mandatory requirement for propetioning of the Toltec Connector

Note that at this point every SMTP and IMAP capable emaili@tlean access a Kolab server’s
mailboxes and distribute email messages via the Kolab sem@vided that the server IP address, the
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username and the corresponding password are correct.

2.5. Vacation Functionality

The vacation functionality is configured by the user via agewebinterface available via HTTPS
provided by the Kolab server or built-in SIEVE capabilitinghe client. The actual vacation
functionality is implemented on the server using Sieve FRIFC 3028). A Free Software
implementation of this scripting language for the Cyrus IRIdaemon is available.

Note that Sieve’s capabilities reach far beyond a simplatac functionality. Therefore we gain great
flexibility for future extensions. The server side scrigtia a sensitive area e.g. activities run contrary to
server scalability and performance and therefore must &g with caution if we intend scalability to
many thousands of users on commodity hardware.

2.6. Contacts

The client application stores contacts in IMAP subfoldesskad using IMAP annotations as contact
folders on the Kolab server. The actual entries are reptedes multi-part MIME emails with included
Kolab XML format address data as MIME parts. A single confalter is marked as the default contact
folder.

See the appendix for the exact file format.

2.7. Address Book

The global address book is stored inside a LDAP directorpingon the Kolab server driven by
OpenLDAP v2 (implementing LDAP protocol version 3). Theedlis access it by using the LDAP v3
protocol. The GUI on the client provides read only accesdl @dalress data stored inside the directory.

The global address book is maintained via the Kolab web aidtrétion GUI or any other readily
available LDAP tool.

The LDAP scheme is designed in order to allow easy bidireeliconversion to vCard and the Kolab
XML format.

The need to change someones own address book entry is aeasidde rare and therefor a plain web
interface is sufficient. A user can modify his own LDAP entsing a HTTPS protected web interface.
The look and feel is analogous to the public phone book dialog
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2.8. Groupware Calendar

Calendar entries are stored in the users IMAP store. Likeathal folders the Calendar folders are
subfolders of the users INBOX. For every account includiagmal users account, resource accounts
and group accounts one of the potentially many calendaefslid marked as the default calendar using
the IMAP annotation extension.

Calendar entries are represented as multi-part MIME messagh the information stored in the Kolab
XML format. In addition to the XML part a client may choose tore data in an additional MIME patrt.
E.g. the Toltec Connector chooses to use an additional TNHEfE\part.

The Kolab clients must preserve any unknown MIME part andarknown XML tags.

The iCalendar format encapsulated in a MIME part used by thlalik1 KDE client is still available as
an option for those not requiring full interoperability Wik1S Outlook / Toltec clients.

Please see the appendix for the exact file formats and example

Kolab 2 allows a more sophisticated concept for modelliraugrcalendaring. While Kolab 1 basically
build upon the abilities to upload and retrieve freebusgiinfation and invitations via SMTP emails
Kolab 2 allows the simultaneous sharing of group accountssacclient platforms.

In order to be able to share the same account across usertatfodps the cross platform Kolab XML
format was developed. In addition the sharing is more sdiphted now with the ability to manage
access with ACLs. ACLs are much superior in sharing passsweith regards to flexibility and security.

The concept of plain freebusy lists (fb) is enhanced withpibssibilty of extended freebusy lists (xfb).
Extended free busy lists are not intended for the simpletgiagrams in the Kolab clients but for
extended reporting features using the Kolab webinterface.

The ability of storing group events just like personal egénthe same IMAP sub folder on the Kolab
server remains in case the group event is created by traditiovitations. These group events are shared
via exchanging multi-part MIME emails using iCalendar fatrand have to be accepted and therewith
put into their respective calendar folders by the attendBas handling of acceptance status is a unique
featue of the traditional group scheduling.

The individual free-busy lists consist of a compacted stshskthe iCalendar data covering a user
definable time range into the future. This time range is a sigecific setting in the LDAP directory.

Free-busy lists are published on the Kolab server and ailableavia https. The free-busy lists are
referenced via URLs and are retrievable by all registerietitd from the Kolab server. The free-busy
lists are named after the rudeuser nane>. i f b and follow the iCalendar file format.
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Kolab 2 is able to create the free-busy lists on the servenaidhe clients currently don’t need to publish
free-busy lists anymore.

In the future clients may upload free-busy lists to the Kaabver using secure WebDAV. This will be
useful for calendars not being stored on the Kolab servewhbigh are still relevant for the free-busy
status of a user. Such a usage model might for example beatestiby privacy concerns.

The free-busy list of a user is the consolidated supersdt fsea-busy relevant calendars.

The relevance of a Kolab folder is controlled by the presari@n IMAP annotation and its value. The
IMAP annotation is nametlvendor / kol ab/ i nci dences- f or . The possible shared values (visible to
everyone) are

« nobody

This Kolab folder is not relevant for the creation of freepasd alarm data for anyone.

- admins

This Kolab folder is relevant for the creation of freebusg atarm data for everyone with
administration permissions on the folder (this is the ditfeaalue, if the annotation isn't set).

- readers

This Kolab folder is relevant for the creation of freebusg atarm data for everyone with read access.

The incidencesfor annotation are used for calendars aksl.tas

This allows a Kolab user to organize the calendaring by fgariany calendars folders in one account.

Group calendars with the free-busy annotatiorefdor / kol ab/ i nci dences- f or ) set and having the
value of this IMAP annotationv@l ue. shar ed) set tor eader s are taken into account for the free-busy
lists for all Kolab users having read permissions on thismdr folder. This "push" semantic within a
Kolab server domain is intentional and requires some catioerbetween users.

Conceptually this means that the administrators of thegemeount push the free-busy relevance on the
Kolab users by means of granting them read access.
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Support for insecure FTP and HTTP protocols to upload anchttmad free-busy lists is discouraged for
Kolab 2. Users are advised to use https instead.

For the future upload capability of private local free-birgprmation to the Kolab server Windows XP
systems can use secure WEBDAV to upload freebusy lists |IR& Klients are able to do this since
Kolab 1. The WEBDAV functionality can obtained for legacy™ibws 2000 clients using the Novell
Webdrive or other 3rd party software which allows to map a BB resource to a drive letter.

The Kolab client obtains the freebusy lists for all poterirticipants of a meeting and displays them in
a gantt chart. This chart allows for the setting of the pnentiene e.g. next week, next month or any other
period of time. In addition to normal users the gantt chapldiys also aggregated rows representing
either personal or central distribution lists. For lateattee the client must be able to aggregate the
individual freebusy lists of the individual members. Théocagepresentation shall indicate if the period
of time is occupied is free for all members, some members sy far everyone.

An analogous gantt chart interface is also implemented efkthab server using Apache, PHP and
producing plain xhtml. An emphasis is here the ability topthe chart nicely. The Outlook Plugin must
provide a mean to access this server based gantt chart ley mitbgrating the functionality, embedding
the html view from the server or as a last resort call the steshdiebbrowser with the appropriate URL.

The logic behind the calendar events and their handlingtissindone by the client applications. The
server mainly acts as a network storage in this regard.

The webclient is extended to be able to act as a full Kolab pnaue client and allows to view the
freebusy lists of predefined groups in a calendar and in a gint. All clients must respect the privacy
flag for individual calendar entries. It is possible to pablihe resulting views on the Kolab server
permanently. These views can be generated automaticalltharaccess is controlled via LDAP based
access controls. The apache webserver checks the accessgiens before granting read-only access
using the WEBDAV protocol.

2.9. Automatic rules based handling of invitations

The Kolab server implements a server side mechanism foringraf invitations. This feature is
typically used to handle bookings of resources (e.g. a r@am)cd projector etc.).

For the automatic handling of invitations access contet$lare used which define the action to be taken
depending on the senders address.

These ACLs are maintained in the LDAP directory. In case n& AGes match the request is queued in
the INBOX of the recipient and the sender is informed aboeff#tet that his request is pending.
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There are five different kind of Kolab invitation policy ACL$ypically these values are prefixed with the

primary email address of a sender to whom they shall applyriited prefix represents an anonymous
policy and means "apply to everyone".

The sender is always informed via traditional accept arettéfvitation messages using iCalendar

format.

. ACT_ALWAYS_ACCEPT

In this case no conflict detection is taking place. If the oiger (sender of the invitation) changes the
appointment this information is also propagated to theraat@ account like traditional meeting
reqguests. As a result the meeting is also moved in the avimawtount. Whenever a change happens
to the calendar of the automatic account the correspondiedpiisy list is regenerated.

ACT_ALWAYS_REJECT

Invitations from senders which match this ACL are immedjatejected. In case this is an anonymous
ACL then this account will not accept any invitations fronyaender.

ACT_REJECT_IF_CONFLICTS

The invitation is accepted in case there is no conflict witteoappointments and immediately
rejected otherwise. The check happens by refering to thedape free-busy list.

ACT_MANUAL_IF_CONFLICTS

The invitation is accepted in case there is no conflict witfteoappointments. In case a conflict is
detected the invitation is queued in the INBOX. It is expddteat a user is manually maintaining the
INBOX regularily.

ACT_MANUAL

This is the default case for every account. Invitations asegueued in the INBOX of the recipient.
The recipient then decides upon the request manually.

In additon adminstrating access to resource accounts tsatiea analogous to all other accounts with
IMAP access control lists. This means access control ligtbased on user accounts and group
membership. The later allows for flexible handling of chagginembership without the need to
permanently maintain all individual access permissiorage a user changes.

11
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The implementation of the webclient and the automatic Hagadif invitations is handled in such a way
that this web component can but is not required to run on timeguy Kolab server. From the point of
view of the Kolab server the automatic account can be digeiblike any other accountin a
multi-location setup. This allows for clean and secure sjfin while keeping scalability.

An automatic booking of a resource or the publishing of a mgeb a group is simply done by adding
the corresponding account to the list of invitations egudi . A4@r f r akon. de> or
<gr oup. kol ab@r f r akon. de>.

2.10. Extended Freebusy lists

A server process based on the webclient extracts all infdom&om the calendar folder of predefined
accounts and aggregates them in extended freebusy listoardk Extended freebusy lists are
syntactically equivalent to traditional freebusy list loutone hand aggregate the calendar data of
multiple accounts and on the other hand prepend the suljdw sndividual entries with the username
followed with the original subject while honouring the ate flag. The webclient talks to the Cyrus
IMAP server with the credentials of the user.

The individual account must allow the extended freebusyikgr access to its calendar folder otherwise
the calendar folder of this user is simply skipped.

The server process generates a html gantt chart with a rogafdr individual user and an aggregated
row with the summed up freebusy times. We reuse the ganttfconethe Taskjuggler project.

2.11. Notes

Notes are stored on the Kolab server inside the users IMARaddér "Notes" (German: "Notizen").
Physically, they are represented as multi-part MIME emaith the actual note being a MIME part. See
the appendix for the exact file format.

2.12. Task Lists

Task lists are stored on the Kolab server inside the userdRgi4b folder "Tasks" (German:
"Aufgaben"). Physically, they are multi-part MIME emailstivthe actual task list data being a MIME
part and following the iCalendar standard (vToDo, IETF RE@&). See the appendix for the exact file
format.
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2.13. Management of Shared Resources

The Kolab server assigns a dedicated IMAP identity to evieayexd resource. These identities do not
differ technically from real users. Reserving a car or a rdonexample is just arranging a meeting with
the shared resource’s assigned IMAP user. Two modes of tigqeeae supported:

1. manual mode: a real user monitors, a shared resourcasoxail addition to his own mailbox and
accepts or declines events on behalf of the shared resource.

2. automatic mode: via Sieve scripting the resource mailboxonitored; the scripting takes care of
automatically publishing it’s free-busy list and acceptsleclines events on the basis of availability
of the resource.

2.14. Access Control and Multiple Identities

Every user has its own personal account with full administegrivileges. This means that every user is
allowed to manage the access permission of all folders eigrto him. The user may use these
privileges to grant different levels of access to other ndeers or groups. In addition the user may use
local distribution lists or central distribution lists tesd of plain users as the entities to grant access
permissions.

Local distribution list

Personal distribution |ist

A special kind of contact in the contact folder consistingua@oncrete list of named users. This
feature is already built into Outlook but needs to be impleted in the KDE Kontact clientin a
compatible manner. Kontact uses references to uniqueaa@gies in the contact folders.

Central distribution list

Kolab maintains central distribution list with GroupOfNaesLDAP objects. see also
http://www.alvestrand.no/objectid/2.5.6.9.html

groupOf Nanes OBJECT- CLASS :: = {
SUBCLASS OF { top }
MUST CONTAIN { commonNane | nenber }
MAY CONTAIN { description |
or gani zati onName |
or gani zati onal Uni t Nane |
owner |
seeAl so |
busi nessCat egory
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I D id-oc-groupCf Nanes

The KDE Kolab client gets central distribution list from LIP4and is able to create a local copy in the
address book which is then stored in the contacts folder.

Access permissions (read, write, ....) for distributiatdiare identical to contacts. The access control
lists (ACLs) are manipulated from the client via the IMAP A@ktensions for both the Windows client
and the KDE client.

The user interface for manipulating the ACLs shall be atéélaia right mouse button on a folder in the
folder view. In addition this user interface must also beegsable via the menu and a dialog.

When accessing folders of other users the identitiy of tlee deesot change. The client must provide
in the GUI a mean to configure the displayed prefix to foldetdetonging to the current user.
Internally the server uses the prefix "user". There are twd kif such folders.

1. Folders of other users with explicit access privilegestgd either to the user or to a group where
the user belongs to. Typically this involves folders in s¢égry/boss situations or small adhoc teams.

2. Shared folders not belonging to any specific user withieikplccess priviledges granted either to
the user or to a group where the user belongs to. These glodadfolders get typically
administered from the maintainers and administratorse&#rver and serve a larger group of
people for an extended period of time.

When working with any folder the default identity for senglimessages (e.g. email, calendar invitations
etc.) is the real. In addition the user has the choice of gecafiff choosing the effective identity before
finally sending the message via SMTP to the server.

The KDE Kontact client already implements this functiotyafor email messages and is extended to
provide the same functionality for all other activitiesdilvitations, accepting meetings, tasks etc.

For groupware folders (calendars, contacts, tasks and)ibie has to be implemented correctly in
addition to the ability to handle an arbitray number of gneape folders.

The Kolab Client knows about its standard folders for eaelniitly for the groupware functionality. This
is required in order to allow the client to know where to staceepted invitation, tasks, notes or contacts
which it got via email and also in case a user has multipleqretiscalendar folders etc.
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When granting access to a subfolder it is the responsilafithe user to allow sufficient permissions for
the parent folders so that the subfolder is indeed accessatie other users of the group. This is
analogous to traditional unix filesystem permissions.

Outlook 2002 already knows about multiple accounts. Piingithe required functionality for emails is
handled via the selection of the account before sending tesage. Using multiple accounts for
invitations is possible though awkward with Outlook. Thietds required if the secretary does not want
to become the organizer of a the meeting she is organizingbalbof the boss.

The Outlook Plugin could be extended to provide a better in¢erface for this szenario. In Kontact this
functionality is provided analogous to choosing the sefdksmtity when sending email. The client must
make sure that not only the SMTP sender address is adaptatsbuhe correct content is generated.

An extension to the traditional SMTP message handling istinfigurable Kolab feature to be able to
verify the SMTP sending address of the sender against alighifehis whitelist is looked up in the

LDAP directory for every sending request. The email addiiessiser used to authenticate itself with the
MTA (Postfix) ist an implicit entry in this whitelist. The MTAalls back to rewrite the sender address to
this default address. This address is afterwards like aleeaddresses subject to LDAP based
canonification (e.g. konold@erfrakon.de is rewritten totmaonold @erfrakon.de).

For this, we need a modified version of the Postfix mail server.

2.15. Remarks

The support for message receive confirmations and attabhisigess cards is a matter of the end to end
communication between the clients.

The print services and the Palm OS (HotSync) Synchroniza&pend fully on the client installation
and is as such not related to the client server communication
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Chapter 3. The Communication between the
Clients

In principle all information is exchanged via multi-part ME email messages between the KDE clients.
The receiving user decides about every incoming event, tastk list, etc. and depending on the decision
the KDE client application moves the email to the correspogtMAP folder for further processing.
Therefore the client application has means to detect theedfjan incoming email and classify it into one
category out of note, task list, contact, calendar evemtcadinary email.

The national language support is handled by the clients.-B'€Rcoding is used for special characters.
Common ASCII characters are a subset of the UTF-8 encodintp@k and the KDE client are
interoperable in this respect. This has been verified uséngngn umlaut characters using Outlook 2000
on WindowsNT and the KDE client on Linux 2.4.

3.1. Group Event Notifications

Invitations to a group event are sent via a multi-part MIMEadwith iCalendar information included as

a MIME part. The user can decide either to accept the evedttfareby import it into his own calendar)
or decline it. When an event is declined, an according emmaiéherated and sent back to the originator
of the group event. When an event is accepted the event géesl 4ol the users personal calendar and the
users own free-busy list gets updated and later published.

There is a special mode that must be used by the KDE client whiermunicating with Microsoft
Outlook. In this case calendar events are sent as plain Mlii&levith the iCalendar data being the
body of the email. This non RFC-conformant mode is not recemuied by the IETF but the only way to
communicate with broken Windows clients. In fact the KDEentican send and receive calendar events
in this format, in addition to it's own format as outlined ateo\We will refer to this mode of operation as
"legacy support".

In order to be most compatible to real world szenarios tlgadg mode will be the default.

The most important calendar use cases follow. Other caselsecderived from them and therefore are
not included herein.

3.1.1. A Simple Calendar Event

Table 3-1. Calendar Event
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Step Action Remarks

1 Originator sends Email with Calendar event gets saved in
attached iCalendar to attendeegporiginator’s own calendar

2 Attendee’s receive the calendar Attendee has to open the email
event as Email in their INBOX |and is prompted to accept,
(German "Posteingang") conditionally accept or decline

the event; no storage operation
takes place so far

3a Attendee A accepts the event aifdalendar event gets saved in
sends back a confirmation; attendee A's calendar (subset g
attached is the slightly modified original event including
iCalendar (attributes used: participants; only originator hag
DTSTAMP and ATTENDEE) | full information e.g. the state of
accepts/declines)

=2

3b Originator gets email with the | Originator learns about the
slightly modified iCalendar update and refreshes the eventin
attached his calendar after the users
confirmation (mark attendee as
having accepted)
3c Attendee B declines the event | Calendar event is not saved intp
and sends back a refusal, attendee B’s calendar
attached is the slightly modified
iCalendar (attributes used:
DTSTAMP and ATTENDEE)
3d Originator gets email with the | Originator learns about the
slightly modified iCalendar update and refreshes the eventin
attached his calendar after the users

confirmation (mark attendee as
having declined)

3.1.2. Modify an Existing Calendar Event

Note that the whole group calendar system does not autaaiigtieep consistency over different users.
This is impossible because of the accept/decline choicehanfhct that a calendar event can be privately
modified.

3.1.2.1. Originator modifies Event

The originator may change any aspect of a calendar evenitaftas settled between the attendees. If for
example a calendar event’s duration gets modified, the giymeess (3.1.1) starts again. In the
originator’s calendar the state of the attendees thergietereset. By having a unique message ID it is
guaranteed that the iCalendar matches again to the sanmelaakvent. This guarantees that a calendar
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event can be shifted without ending up to be created multiples. When new attendees are added or
some are deleted, the originator gets prompted on whetherdtification (again a iCalendar entry)
should be send to all people involved or only to those who eesdly affected by the change.

3.1.2.2. Attendee modifies Event

An attendee can modify the time parameters of a calendat efech doesn't originate from himself.
But then his calendar falls out of sync. The change will beravitten if the originator sends an update.
A warning concerning this is presented to the user.

3.1.3. Free-Busy Lists

KDE clients can optionally (and should) publish their owtecalar summary information on the Kolab
server. Using this information, other users can check failaility of desired attendees for a proposed
calendar event before issuing the actual invitation. Tiithea meeting can be scheduled more
efficiently and according to the attendee’s free time slots.

A free-busy file follows the iCalendar format and containf/dhe calendar event time data for a given
user. The user can choose how long into the future his freg-ibdiormation should be published on the
Kolab server. On the Kolab server all free-busy data is dtarel is accessable in different ways for
legacy and KDE clients.

The KDE clients store their "Free-Busy" information on thel&b server using Web-DAV for upload and
HTTPS for download. The legacy clients use anonymous FTPRlwad their free-busy information into
the very same directory as the KDE clients do. Accessingrétbusy information is done via HTTP on
the legacy clients.

In configurable intervals, the client application publisiftee-busy data:

Table 3-2. Maintaining the Free-Busy List

Step Action Remarks

1

Get through all calendar data
from "now" to a time T in the
future (default: two months)

the KDE client holds most of it’
calendar data in the process
memory, so this does not
necessarily mean an overhead

"2}

Compute a consolidated
iCalendar based on the individy

iCalendard data files

al
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Step

Action

Remarks

Publish the iCalendar free-bus
list on the Kolab server

y This is preferably done using
Web-DAV via HTTPS; Windowsg
clients use anonymous FTP an
retrieve via HTTP (Kolab legacy

mode)

3.1.4. Using Free-Busy Lists

When a user proposes a new calendar event, he chooses ihgpats and at the same time,
transparently, the free-busy information of the accordisers is retrieved from the Kolab server for
display during the creation of the event.

Table 3-3. Using the Free-Busy List

Step Action Remarks
1 the KDE client learns about User enters a list of email
attendees in a dialog addresses in the calendar even
dialog
2 Display attendee’s calendar Retrieve free-busy list of that

schedule (only times) using a
simple bar diagram and let the
user choose a free time frame

user (filename is computable:
<user>.vfb) by HTTPS or, in
the windows case with HTTP

(Kolab legacy mode)

3.2. Message Receive Confirmation

When a message with a request for receive confirmation artilee user is prompted whether a
confirmation shall be send to the originator of the accor@imgil. The system is based on the
corresponding IETF RFC standards and supports the folpamtions:

disallow generation of the receive confirmation (privacydap

allow generation of the receive confirmation (collabonatioode)

the user on who's behalf the receive message is generatextsamm a different email address to

receive the confirmation
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3.3. Sending Notes
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Usually Notes contain only text and they are saved on thelksdaver in a special IMAP subfolder of
the creating user. Notes can be categorized. German sthcatagories are:

Favoriten

Feiertag
Festtagsgriufile
Geschétftlich
Geschenke
Hauptkunde

Ideen
International
Konkurrenz
Personlich
Schliusselpersonen
Status

Strategien
Telefonanrufe
Verschiedenes
Wartet

Wichtige Kontakte
Zeit und Ausgaben
Ziele

Zulieferer

The list of categories can be edited by the user. New categoan be added, existing entries can be
modified or deleted.

Notes are saved as multi-part MIME messages on the Kolaleséditve first part of the email is of type

text/plain and has the textual representation of the ndte.second part of the message consists of the

note with further attributes encoded as SMTP headers. ralirsg notes to Windows clients a special
legacy format must be readable and writeable by the KDE tli&ge the appendix for the exact file
format.

Table 3-4. Sharing a Note
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Step Action Remarks

1 Forward note to another user | Note is sent as multi-part MIME
email message (two parts -

readable text)
2 As the recipient opens the emailNote is moved into notes folder

he can import the note into his | so it's shared by creating a copy
own note folder

3.4. Attached Business Cards

Users can exchange business cards (contacts or his owmpkdsda). The card can be exchanged by
email - thereby using the format VCARD inside a part in a mp#it MIME email (content type
text/x-vcard). Business cards can contain categoriesafseee). Windows clients can attach OLE
objects like MS-Word, Excel, PowerPoint or similar. Thesfisoftware client does ignore OLE data, as it
is not usable on non-Microsoft platforms. Attaching conipldes or sending URL references is the
preferred portable and more efficient way. For compatibitasons, platform independence and severe
security concerns the free software client does not makefuS&E objects.

Table 3-5. Sharing a Business Card

Step Action Remarks

1 Forward business card to Note is sent as multi-part MIME
another user email

2 As the recipient opens the emailmulti-part MIME email gets
he can import the business cardstored inside the users private
into his contacts contacts folder

3.5. Multi-User Task Lists

A task can be send to other users via a multi-part MIME eméié sk list is represented by a MIME
part containing a iCalendar (vToDo). For sending tasks toddivs clients a special legacy format must
be readable and writeable by the KDE client. See the appdodike exact file format.

Table 3-6. Assigning Tasksto Other Users

Step Action Remarks
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Step Action Remarks

1 Create a task for another user jnThe task is sent as multi-part
the own task list and send MIME email containing a vToD0o

2 As the recipient opens the emailTask (multi-part MIME email) ig
he can import the task into his | moved into the users tasks folder
own task list

Windows clients can attach OLE objects like MS-Word, ExBelywerPoint or similar. The free software
client does ignore OLE data, as it is not usable on non-Maftgdatforms. Attaching complete files or
sending URL references is the preferred portable and méogeet way. For compatibility reasons,

platform independence and severe security concerns thadfevare client does not make use of OLE
objects.

3.6. HotSync PDA Synchronization

The KDE client synchronizes using existing HotSync sofav@DE Kitchensync and Conduits).

Windows clients synchronize using existing proprietarfjygare, which probably also make use of the
HotSync Protocol. Further investigation is not done here.
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Whatever configuration data can be held inside the LDAP thrgavill be stored there. Still, there is the
need for individual configuration files of services that ane on the Kolab server:

1. OpenLDAP2
2. Postfix

3. Cyrus Imapd
4. ProFTPD

5. Apache 1

6. Inet Daemon
7. Cyrus SASL 2

4.1. OpenLDAP2 Directory Server

LDAP keeps the central user data including credentialsu€guthenticates against LDAP via the
Cyrus-sasl library (version 2) and the saslauthd daemasphirt of the security concept of the Kolab
Groupware server to not actually have the groupware useeNaLinux shell accounts on the server.

Alternative implementations may also use different waysafathentification but then they must also
create their own derivatives of the administration tools.

4.1.1. LDAP - Server requirements:

We require the possible use of SSL/TLS secured LDAP conmrestd the LDAP Server.

TLSCertificateFile cert.pem
TLSCertificateKeyFile key.pem

The Kolab daemon implements the LDAP replication protooaider to get automatically notified
when data in the LDAP directory changes. Therefore the LD&ies must enable replication for this
host and port where the Kolab daemon listens. In the comm&mtbis is the port 9999 on localhost.

replica host=127.0.0. 1: 9999
bi nddn="cn=replicator"
bi ndrmet hod=si npl e credenti al s=secr et
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A directory service is optimized for speed with regards tdreperations. A typical Kolab LDAP
directory server fits even for very large installation in thain memory of the machine running the

Chapter 4. Kolab Server Components

services. In order to further speed up common search opesatie use indices.

i ndex
i ndex
i ndex
i ndex

obj ect d ass eq
uid eq
mai | eq
al i as eq

4.1.2. Top Level LDAP Structure

It is difficult to find a commonly accepted LDAP scheme. It ssemost real life LDAP installations go
for the domain oriented approach and lay out the structuee ah existing domain/subdomain structure.

The most widely accepted and standardized object for gfqrémsonal data clearly is "inetOrgPerson".

The top hierarchy without any user specific data looks likg th

# Top Node
dn: dc=max, dc=kde, dc=org
dc: kde.org

obj ect Cl ass: top
obj ectCl ass: donmmin

# tree node to hold internally visible address book entries
dn: cn=internal, dc=max, dc=kde, dc=org

cn: interna

obj ectCl ass: top

obj ect Cl ass: nanmedObj ect

# tree node to hold externally (anonynmous LDAP) vi si bl e addresses
dn: cn=external, dc=max, dc=kde, dc=org

ch: externa

obj ectCl ass: top

obj ect C ass: nanmedObj ect

# tree node to hold group objects fromtype ki net OrgPerson
dn: cn=groups, dc=nax, dc=kde, dc=or g

cn: groups

obj ect Cl ass: top

obj ect C ass: nanmedObj ect
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# tree node to hold resource fromtype kinetO gPerson
dn: cn=resources, dc=nax, dc=kde, dc=org

ch: resources

obj ect Cl ass: top

obj ect C ass: nanmedObj ect

# adm ni strative user group

dn: cn=adm n, dc=nax, dc=kde, dc=org

cn: adnmin

obj ectCl ass: top

obj ect Cl ass: groupCOf Names

menber: cn=nanager, dc=max, dc=kde, dc=or g
nmenber :

# mai ntai ner group - can create, nodify, and del ete user accounts
dn: cn=mai nt ai ner, dc=max, dc=kde, dc=or g

cn: rmaintai ner

obj ect Cl ass: top

obj ect C ass: groupO Nanmes

nmenber: cn=TEST Admi n, dc=max, dc=kde, dc=org

nmenber :

# Kol ab server configuration data for the various server processes
dn: k=kol ab, dc=nax, dc=kde, dc=org
f ghost nane: max. kde. org

post fi x- mydomai n:

post fi x-rel aydomai ns:

post fi x-mydesti nati on:

post fi x- mynet wor ks:

postfi x-transport:

cyrus-aut ocreat equot a:

cyrus-adm ns:

cyrus-i map:

cyrus-pop3:

Cyrus-imaps:

Cyrus- pop3s:

cyrus-sieve:

apache- http:

pr of t pd- user Passwor d:

obj ect Ol ass:

obj ect Ol ass:

proftpd-ftp:

Everything is build upon that base structure. In the futheré may be several domains to be hosted on
one LDAP server. With this concept, each domain would regsiiich a base structure of its own. It may
be located somewhere within a larger LDAP tree.
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4.1.3. LDAP Attributes

# hel per attribute to make the kolab root easily findable in
# a big Idap directory
attributetype ( 1.3.6.1.4.1.19414.2.1.1

NAME ( 'k’ ' kolab’ )

DESC ’ Kol ab attri bute’

SUP nane )

# kol abDel etefl ag used to be a bool ean but describes with Kolab 2
# the fqdn of the server which is requested to delete this objects
#inits local store
attributetype ( 1.3.6.1.4.1.19414.2.1.2

NAME '’ kol abDel et ef | ag’

DESC ’ Per host del etion status’

EQUALI TY casel gnor el A5Mat ch

SUBSTR casel gnor el A5Subst ri ngshat ch

SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 26{ 256} )

# alias used to provide alternative rfc822 email addresses for kol ab users
attributetype ( 1.3.6.1.4.1.19414.2.1.3

NAME ' al i as’

DESC ' RFC1274: RFC822 Mai | box’

EQUALI TY casel gnor el ASMat ch

SUBSTR casel gnor el A5Substri ngsMat ch

SYNTAX 1.3.6.1.4.1.1466.115. 121. 1. 26{256} )

# kol abEncrypt edPassword is an asymetrically (RSA) encrypted copy of the
# cleartext password. This is required in order to pass the password from
# the maintinance/ adm ni stration application to the kol abHomeServer running the
# resource handl er application in a secure naner
attributetype ( 1.3.6.1.4.1.19419.2.1.4
NAME ' kol abEncr ypt edPasswor d’
DESC ' base64 encoded public key encrypted Password’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15)

# hostnane including the domain name |ike kol ab-master. bsi. de
attributetype ( 1.3.6.1.4.1.19414.2.1.5
NAME ( ' fghostnane’ ' fqgdnhostnane’ )
DESC ' Ful Iy qualified Hostname including full domain conponent’
EQUALI TY casel gnor el A5Mat ch
SUBSTR casel gnor el A5Subst ri ngshat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 26{ 256} )

# fqdn of all hosts in a multi-location setup
attributetype ( 1.3.6.1.4.1.19414.2.1.6
NAME ' kol abHost’
DESC "Mul tivalued -- list of hostnanes in a Kol ab setup’
EQUALI TY casel gnor el ASMat ch
SUBSTR casel gnor el A5Substri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 26{ 256} )
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# fqgdn of the server containg the actual user data
attributetype ( 1.3.6.1.4.1.19419.1.1.1.1
NAME ' kol abHomeSer ver’
DESC ' server which keeps the users nail box’
EQUALI TY casel gnor el A5Mat ch
SUBSTR casel gnor el A5Subst ri ngshat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 26{ 256} )

# flag for allowing unrestriced I ength of mails
attributetype ( 1.3.6.1.4.1.19419.1.1.1.2

NAME " unrestrictedMil Size’

EQUALI TY bool eanMat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.7 )

# al l ow del egates to act in your nane (vacation/secretary boss use case)
# we use the syntax of rfc822 enmnil addresses in order identify
# users allowto act in the name of others
attributetype ( 1.3.6.1.4.1.19419.1.1.1.3
NAME ' kol abDel egat e’
DESC ' Kol ab user allowed to act as del egates - RFCB822 Mail box/ Ali as’
EQUALI TY casel gnor el A5Mat ch
SUBSTR casel gnor el A5Subst ri ngshat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 26{ 256} )

For user, group and resource Kol ab accounts

Descri bes how to respond to invitations

We keep the attribute as a string, but actually it can only have one
of the follow ng val ues:

ACT_ALWAYS_ACCEPT
ACT_ALWAYS_REJECT
ACT_REJECT_I| F_CONFLI CTS
ACT_MANUAL_| F_CONFLI CTS
ACT_MANUAL
In addition one of these values may be prefixed with a primary email
address foll owed by a colon like
user @omai n. tld: ACT_ALWAYS_ACCEPT
attributetype ( 1.3.6.1.4.1.19419.1.1.1.4
NAME (' kol abl nvitationPolicy’ ’kol abResourceAction’ )
DESC ' Used by user, group and resource accounts to deternmine howto respond to invitati
EQUALI TY casel gnor el ASMat ch
SUBSTR casel gnor el A5Substri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 26{ 256} )

HOH K HH R R HHHHHH

# time span fromnow to the future used for the free busy data
# measured in days
attributetype ( 1.3.6.1.4.1.19419.1.1.1.5

NAME ' kol abFr eeBusyFut ur e’

DESC "tine in days for fb data towards the future’

EQUALI TY i nt eger Mat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.27 )

27



Chapter 4. Kolab Server Components

# tinme span fromnow to the past used for the free busy data
# nmeasured in days
attributetype ( 1.3.6.1.4.1.19419.1.1.1.6

NAME ' kol abFr eeBusyPast’

DESC '"tinme in days for fb data towards the past’

EQUALI TY i nt eger Mat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.27 )

# fqdn of the server as the default SMIP MIA
# not used in Kolab 2 currently as in Kolab 2 the
# default MIA is equivalent to the kol abHoneServer
attributetype ( 1.3.6.1.4.1.19419.1.1.1.7

NAME ’ kol abHome MTA'

DESC ' fqdn of default MIA

EQUALI TY casel gnor el A5Mat ch

SUBSTR casel gnor el A5Substri ngsMat ch

SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 26{ 256} )

HHAH AR HBHBHHBHBH B H BT
# postfix attributes #
HHBH AR HBHBHHBHBH B H TS

attributetype ( 1.3.6.1.4.1.19414.2.1.501
NAME ' post fi x- nydomai n’
EQUALI TY casel gnor el A5Mat ch
SUBSTR casel gnor el A5Subst ri ngshat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 26{ 256} )

attributetype ( 1.3.6.1.4.1.19414.2.1.502
NAME ' postfi x-rel aydonmai ns’
EQUALI TY casel gnor el ASMat ch
SUBSTR casel gnor el A5Substri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 26{ 256} )

attributetype ( 1.3.6.1.4.1.19414.2.1.503
NAME ' postfi x-nydestination’
EQUALI TY casel gnor el ASMat ch
SUBSTR casel gnor el A5Substri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 26{ 256} )

attributetype ( 1.3.6.1.4.1.19414.2.1.504
NAME ' post fi x- nynet wor ks’
EQUALI TY casel gnor el A5Mat ch
SUBSTR casel gnor el A5Subst ri ngshat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 26{ 256} )

attributetype ( 1.3.6.1.4.1.19414.2.1.505
NAME ' postfi x-rel ayhost’
EQUALI TY casel gnor el ASMat ch
SUBSTR casel gnor el A5Substri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 26{ 256} )

attributetype ( 1.3.6.1.4.1.19414.2.1.506

28



NAME ' postfi x-transport’

EQUALI TY casel gnor el A5Mat ch

SUBSTR casel gnor el A5Subst ri ngshat ch

SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 26{ 256} )

attributetype ( 1.3.6.1.4.1.19414.2.1.507
NAME ' post fi x- enabl e-vi rus-scan’
EQUALI TY bool eanMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.7 )

attributetype ( 1.3.6.1.4.1.19414.2.1.508
NAME ' postfi x-al | ow unaut henti cat ed’
EQUALI TY bool eanMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.7 )

HHHBHBHSRHBH SRR HAE BB H I
# cyrus imapd attributes #
HHHBHBHSRHBH SRR HAE BB H I

attributetype ( 1.3.6.1.4.1.19414.2.1.601
NAME ' cyrus- aut ocr eat equot a’
EQUALI TY i nt eger Mat ch
SYNTAX 1.3.6.1.4.1.1466.115. 121.1. 27 )

attributetype ( 1.3.6.1.4.1.19414.2.1.602
NAME ' cyrus-admi ns’
EQUALI TY casel gnor el A5Mat ch
SUBSTR casel gnor el A5Subst ri ngshat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 26{ 256} )

# enable plain imap w thout ssli
attributetype ( 1.3.6.1.4.1.19414.2.1.603
NAME ' cyrus-i map’
EQUALI TY bool eanMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.7 )

# enabl e | egacy pop3

attributetype ( 1.3.6.1.4.1.19414.2.1.604
NAME ' cyr us- pop3’
EQUALI TY bool eanMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.7 )

# user specific quota on the cyrus inmap server
attributetype ( 1.3.6.1.4.1.19414.2.1. 605
NAME ' cyrus-userquot a’
DESC ' Mai | box hard quota limt in MB
EQUALI TY i nt eger Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27 )

# cyrus inapd access control Iist

# acls work with users and groups

attributetype ( 1.3.6.1.4.1.19414.2.1.651
NAME * acl’

Chapter 4. Kolab Server Components
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EQUALI TY casel gnor el A5Mat ch
SUBSTR casel gnor el A5Substri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 26{ 256} )

# enabl e secure i map

attributetype ( 1.3.6.1.4.1.19414.2.1.606
NAME ' cyrus-i maps’
EQUALI TY bool eanMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.7 )

# enabl e secure pop3

attributetype ( 1.3.6.1.4.1.19414.2.1. 607
NAME ' cyr us- pop3s’
EQUALI TY bool eanMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.7 )

# enabl e sieve support (required for forward and vacation services)
attributetype ( 1.3.6.1.4.1.19414.2.1.608

NAME ' cyrus-si eve’

EQUALI TY bool eanMat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.7 )

# installation wi de percentage which deternines when to send a
# warning to the user
attributetype ( 1.3.6.1.4.1.19414.2.1.609

NAME ' cyr us- quot awar n’

EQUALI TY i nt eger Mat ch

SYNTAX 1.3.6.1.4.1.1466.115. 121.1. 27 )

#ugnH Ry
# apache and php attributes #
HHHBHBHS R HBHIHH B R BB HA R

# enable plain http (no ssl)
attributetype ( 1.3.6.1.4.1.19414.2.1.701
NAME ' apache- http’
EQUALI TY bool eanMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.7 )

# Al ow freebusy downl oad without authenticating first
attributetype ( 1.3.6.1.4.1.19414.2.1.702

NAME ' apache- al | ow unaut henti cat ed-f b’

EQUALI TY bool eanMat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.7 )

HHHBHBHSERHBH IR BRI R
# proftpd attributes #
HHHBHBHSERHBH IR BRI R

attributetype ( 1.3.6.1.4.1.19414.2.1.901
NAME '’ pr of t pd- def aul t quot &’
EQUALI TY i nt eger Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27 )
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attributetype ( 1.3.6.1.4.1.19414.2.1.902
NAME '’ proftpd-ftp’
EQUALI TY bool eanMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.7 )

attributetype ( 1.3.6.1.4.1.19414.2.1.903
NANME ' pr of t pd- user Passwor d’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15)

4.1.3.1. attribute type delegate

With Kolab a user (kinetOrgPerson) may define who is alloveealdt on behalf of herself. The optional
multiple delegate attributes contain the UIDs of the pessadiis property is checked when using the
Kolab smtp daemon (Postfix) to send emails.

4.1.3.2. attribute type unrestrictedMailSize

This attribute is currently unused.

4.1.4. LDAP Object Classes

# main kol ab server configuration
# storing global values and user specific default val ues
# |i ke kol abFreeBusyFuture and kol abFr eeBusyPast
objectclass ( 1.3.6.1.4.1.19414.2.2.1
NAME * kol ab’
DESC ' Kol ab server configuration’
SUP top STRUCTURAL
MJST k
MAY ( kol abHost $
post fix-nydomain $
post fi x-rel aydomai ns $
post fi x-nmydestination $
post fi x- nynet works $
postfi x-rel ayhost $
postfix-transport $
postfi x-enabl e-virus-scan $
post fi x-all ow unauthenticated $
cyrus-autocreatequota $
cyrus-quotawarn $
cyrus-autocreatequota $
cyrus-adnmins $
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cyrus-imap $
cyrus-pop3 $
cyrus-imaps $
cyrus-pop3s $
cyrus-sieve $
apache-http $
apache-al | ow unaut henticated-fb $
proftpd-ftp $

prof t pd-def aul t quota $
kol abFreeBusyFuture $
kol abFr eeBusyPast $
uid $

user Password ) )

# shared folders are typically visible to everyone subscribed to
# the server without the need for an extra login
objectclass ( 1.3.6.1.4.1.19414.2.2.9
NAME ’ kol abShar edFol der’
DESC ' Kol ab public shared fol der’
SUP t op STRUCTURAL
MJST cn
MAY ( acl $
cyrus-userquota $
kol abHoneServer $
kol abDel eteflag ) )

# used as a plain node for the LDAP tree. In contrast to unix filesystemdirectories
# LDAP nodes can and often do al so have contents/attributes. W use kol abNamedObj ect
#in order to put nore structure in the directory tree
objectclass ( 1.3.6.1.4.1.5322.13.1.1

NAME ' kol abNamedhj ect’

SUP top STRUCTURAL

MAY (cnh $ ou) )

kol ab account
we use an auxiliary in order to ease integration
with existing inetO gPerson objects
Pl ease note that userPassword is a may
attribute in the schema but is mandatory for
Kol ab
objectclass ( 1.3.6.1.4.1.19414.3.2.2
NAME '’ kol abl net Or gPer son’
DESC ' Kol ab I nternet Organizational Person
SUP top AUXI LI ARY
MY (c $
alias $
kol abHoneServer $
kol abHoneMTA $
unrestrictedMail Size $
kol abDel egate $
kol abEncrypt edPassword $
cyrus-userquota $
kol abl nvi tationPolicy $

HOHHH R
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kol abFr eeBusyFuture $
cal FBURL $
kol abDel eteflag ) )

# kol ab organi zation with country support
objectclass ( 1.3.6.1.4.1.19414.3.2.3
NAME ' kol abOr gani zati on’
DESC ' RFC2256: a Kol ab organi zati on’
SUP or gani zati on STRUCTURAL
MAY (¢ $
mail $
kol abDel etefl ag $
alias ) )

# kol ab organi zational unit with country support
objectclass ( 1.3.6.1.4.1.19414.3.2.4
NAME ' kol abOr gani zati onal Unit’
DESC ' a Kol ab organi zati onal unit’
SUP organi zati onal Unit STRUCTURAL
MY (c $
mail $
kol abDel eteflag $
alias ) )

# kol ab groupOfNanes with extra kol abDel et efl ag
objectclass ( 1.3.6.1.4.1.19414.3.2.5
NAME ' kol abGr oupOf Nanes’
DESC ' Kol ab group of nanes (DNs) derived from RFC2256’
SUP groupCOf Nanes STRUCTURAL
MAY kol abDel etefl ag )

4.1.5. LDAP OID Numbers

An OID number is a hierarchical identifier with periods segtisng each level. Each attribute and each
objectclass must have a unique OID number. In order to alkmy eonsolidation of an Kolab LDAP
server with other LDAP servers we require a globaly unique @imber. The Kolab Project obtained
the base OIL. 3. 6. 1. 4. 1. 19414 from IANA to which we append values creating our own unique
OID numbers.

If the OID does not start with. 3. 6. 1. 4. 1. 19414 the attribute or objectclass is a copy from some
other vendor. You can research who owns an OID from the AlaadtData
http://ww. al vest rand. no/ obj ecti d/ t op. ht M web site OID lookup service

The suffixes used for the Kolab project are arbritary unigitbaut any internal semantics and get
administered via the Kolab cvs server.
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4.1.6. LDAP Access Control Lists

Access to individual attributes or objects is controllead siatic LDAP access control lists. LDAP ACLs
are not meant to be changed on a daily basis as editing tharites@ server restart.

In order to still remain flexible the OpenLDAP server allows fegular expressions in access control
lists.

In the following program listing we used the machine nawmapl er .

In general please beware of parsing issues with the OpenliDfRmentation. Unfortunately we
encountered multiple times unexpected results due tongaissues which didot result in error
messages or warnings.

access to attr=userPassword
by group="cn=adni n, dc=kepl er" =wx
by group="cn=mai ntai ner, dc=kepl er" =wx
by sel f =wx
by anonymous =x
by * none stop

access to attr=encryptedPassword
by group="cn=adm n, dc=kepl er" =w
by group="cn=mai nt ai ner, dc=kepl er" =w
by sel f =wx
by * none stop

access to attr=mmi
by group="cn=adm n, dc=kepler" wite
by group="cn=nmi ntai ner, dc=kepler" wite
by * read stop

access to attr=alias
by group="cn=adm n, dc=kepler" wite
by group="cn=nmi nt ai ner, dc=kepler" wite
by * read stop

access to attr=uid
by group="cn=adm n, dc=kepler" wite
by group="cn=nmi nt ai ner, dc=kepler" wite
by * read stop

access to dn="cn=nobody, dc=kepl er"
by anonymous aut h stop

access to dn="cn=nmnager, dc=kepl er"

by dn="cn=nobody, dc=kepl er" read
by self wite
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access

access

access

access

access

access

access

by anonynous auth stop

to dn="cn=adm n, dc=kepl er"
by group="cn=adm n, dc=kepler" wite
by dn="cn=nobody, dc=kepl er" read
by self wite
by anonymous aut h stop

to dn="cn=nmi nt ai ner, dc=kepl er"
by group="cn=adm n, dc=kepler" wite
by dn="cn=nobody, dc=kepl er" read
by self wite
by anonynous auth stop

to dn.regex="(.*,)?cn=i nternal, dc=kepl er"
by group="cn=adm n, dc=kepler" wite
by group="cn=nmi nt ai ner, dc=kepler" wite
by self wite
by dn="cn=nobody, dc=kepl er" read
by anonynous auth stop

to dn.regex="(.*,)?cn=external, dc=kepl er"
by group="cn=adm n, dc=kepler" wite
by group="cn=nmi nt ai ner, dc=kepler" wite
by * read stop

to dn="cn=ext ernal , dc=kepl er"
by dn="cn=nobody, dc=kepl er" read
by * search stop

to dn="cn=i nternal, dc=kepl er"
by dn="cn=nobody, dc=kepl er" read
by * search stop

to dn="k=kol ab, dc=kepl er"
by group="cn=adm n, dc=kepler" wite
by group="cn=mai ntai ner, dc=kepl er" read
by dn="cn=nobody, dc=kepl er" read
by * none stop

to *
by self wite
by group="cn=adm n, dc=kepler" wite
by group="cn=nmi nt ai ner, dc=kepler" wite
by * read stop

Chapter 4. Kolab Server Components
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4.1.7. LDAP Business Card

The attributes of an user entry (normal and priviledgeds)sae layed out after the following example:

dn: cn=Hans Schmi d, dc=max, dc=kde, dc=org
obj ectcl ass: inetOrgPerson

obj ectcl ass: organi zati onal Person
obj ectcl ass: person

obj ectcl ass: Top

gi vennane: Hans

title: Dipl.-Phys.

ui d: hans99

sn: Schmi d

mai | : schmi d@rax. kde. or g

user passwor d:

cn: Hans Schmid

mai | al i as: hans. schni d@si . de
o:

ou:

street:

post al Code:

| :

c:

t el ephoneNunber :

facsim | eTel ephoneNunber:

Further attributes can be easily added to the object clabeguoject advances and other requirements
are identified.

4.1.8. LDAP-Changes for Kolab Server 2.1

This section describes the changes in the LDAP structuténthee been made between version 2.0 and
2.1 of the Kolab server. The main difference between the tevsions is the support for multiple
email-domains. The implementation of that feature in Katatelatively simple and the LDAP changes
to accommodate this feature have been kept to a minimum.

4.1.8.1. Multidomainsupport

Multidomainsupport affects the following places in the LBAtructure immediately:

- The domains the kolab server is responsible for.
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All domains are listed in the Kolab configuration object (Bakolab<base-dn>) in the attribute
postfix-mydestination postfix-mydestination defines whiomains the postfix MTA is reponsible for.

Domain-maintainers

Domain-maintainers are internal Accounts which have ladlgithe same permissions as maintainers,
with the exception that they only have access to a subseeafdmains of the Kolab server. To which
domains a domain-maintainer has write access to is definduehgyomain objects.

There is one domain object for each domain and is represegtad LDAP entry under

dn: cn=domui ns, cn=i nt er nal , <base-dn>
cn: donains

obj ect Cl ass: top

obj ect Cl ass: kol abNanedObj ect

with the following structure:

dn: cn=<donmi n>, cn=donmi ns, cn=i nt er nal , <base-dn>
obj ect Cl ass: top

obj ect Cl ass: kol abG oupOf Nanes

cn: <domai n>

The members of this kolabGroupOfNames are the domain-aiagrns who have access to the
accounts of this domain.

Since "members" is a MUST attribute of kolabGroupOfNamekgast one member has to be given.
In a standard Kolab installation this is the manager acatnut¢n=manager,cn=internabase-dn>).

Kolab’s web-admin interface creates the domain objectsmihe first domain maintainers are defined.

Every domain-maintainer is an LDAP-objekt of the form:

dn: cn=<CN>, cn=i nt ernal , <base-dn>
obj ectCl ass: top

obj ect Cl ass: inetOrgPerson

obj ect Cl ass: kol abl net Or gPer son
sn: <SN>

cn: <CN\>

user Password: : <pwd>

ui d: <uid>

Like maintainers and admins, domain-maintainer are mesniifear special kolabGroupOfNames:

dn: cn=donai n- mai nt ai ner, cn=i nt er nal , <base-dn>
cn: dommi n- nai nt ai ner
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obj ectCl ass: top
obj ect Cl ass: kol abG oupOf Nanes

In a stand kolab installation, the only member of this grauhe manager account.

Domain-maintainers are only used by kolab’s web-admirriate. Installation that use some other
means to administrate the server may ignore domain-magrsi

Which accounts, distribution lists, etc. belong to whichdan is described in the sections below.

4.1.8.2. Associating Accounts with Domains

A kolab account belongs to the domain that is used as the doofiets primary email address, that is,
the value of the "mail" attribute.

4.1.8.3. Distributionlists

In Kolab server 2.1, the CN of a distributionlist is its emsadldress. In version 2.0 it was only the local
part of the email-address (the part before the @). This wasgdd in 2.1 to make it possible to have
multiple distribution lists with the same local names irfeliént domains.

A distributionlist belongs to the domain that is used as thmain in the value of the "mail" attribute.

4.1.8.4. Resource Manager

The attribute kolabEncryptedPassword is no longer usedrision 2.1. In Kolab Server 2.0 it was used
by the resource manager to have write access to the calesidard of resource and group accounts. In
2.1 the resource manager always uses the calendar useisfor th

4.1.8.5. Shared Folders

The object class kolabSharedFolder has two new attributes:

kolabFolderType

Defines the value of the IMAP annotation "folder-type" asctufee the resource folders of normal
kolab accounts. More details about this attribute can badan the file kolab2.schema shipped
with Kolab server 2.1.
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alias

This attribute is not used yet by Kolab.

Furthermore, just as for distributionlists, in Kolab vers2.1 the domain is now part of the CN
aufgenommen. Instead of simpiyfoldername> as in 2.0, it's nowfoldername>@ domain>.

The domain given in the CN is the domain to which the sharediidbelongs. Note that this is different
from to accounts and distributionlists where the domaiakehn from the "mail" attribute.

4.1.8.6. Postfix Relayport

The kolab configuration object (dn: k=kolathase-dn>) has a new attribute, postfix-relayport. This is
the port of the relayhost for the postfix MTA. This attribuseuised in main.cf.template.

4.1.8.7. Other schema changes
The object class kolablnetOrgPerson has a new attribugdikamment. This is not used yet in Kolab.

The following attribute have been explicitly marked as ténvalue™:

kol abFr eeBusyFut ure

kol abFr eeBusyPast

kol abHoneMTA

kol abVacat i onBegi nDat eTi ne
kol abVacat i onEndDat eTi ne
kol abVacat i onResendl nt er val
kol abVacat i onRepl yToUCE

kol abFor war dKeepCopy

kol abFor war dUCE

post fi x-enabl e-virus-scan
post fi x-al | ow unaut henti cat ed
Ccyrus-aut ocr eat equot a
cyrus-imap

4.2. Postfix Malil Server

Postfix is a scalable, secure implementation of a SMTP naaikfier agent for UNIX operating systems.
It is part of nearly all Linux distributions today and is caderably well documented and easy to
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administer. We try to avoid dependencies on postfix-spdeéitures. The client server architecture is
modeled in such a way that we can even replace Postfix witthanoapable MTA like Exim or Zmailer
later, if desired. This is however not part of this project.

4.2.1. LDAP Connection

Postfix is capable of using the LDAP storage for the followamgions:

| dapsour ce_server _host LDAP Server |P
| dapsour ce_server_port TCP Port
| dapsour ce_ti neout Query Ti meout

| dapsource_result_attribute
| dapsour ce_bi nd

| dapsour ce_bi nd_dn

| dapsour ce_bi nd_pw

| dapsour ce_sear ch_base

| dapsource_query_filter

At runtime Postfix can retrieve the following parametersrirthe LDAP directory:

al i as_maps repl aces /etc/aliases

canoni cal _maps Canoni cal Address Mapping (inc. envel ope)
| m p_sasl _passwor d_maps

| ocal _recipi ent_maps

reci pi ent _canoni cal _nmaps

rel ocat ed_maps

sender _canoni cal _nmaps

snt p_sasl _passwor d_nmaps

transport _maps Static SMIP Routes

vi rtual _maps Vi rtual Address Mapping

Kolab Version uses LDAP whenever possible. (This is a chémge Kolab 1.0)

40



Chapter 4. Kolab Server Components

4.3. Antivirus and Antispam Daemon

4.3.1. Antivirus - Amavis Daemon

Amavisd is a high-performance interface between mailesfix) and content checkers: virus scanners
(ClamAV) and antispam scanners (SpamAssassin). It isemritt Perl for maintainability, without
paying a significant price for speed. It talks to Postfix vidvB®.

Recent versions of amavisd integrate spamassassin. Settipeas spamassasin is straight forward and
we use the available OpenPKG package.

Amavisd uses directories for unpacking, quarantiningdtéfd messages, and quarantining messages that
it could not process correctly. These directories must@xid be writable by amavis when it starts.

Maintaining theses directories and especially the quaraig the job of a systemadministrator (root). It
is possible to give another adminstration user without poiviledges access to the quarantine though it
is no good idea to forward malicious messages to some entalat.

The later would pose a security thread to whomever who psesahe messages from the quarantine
with an email client. Even though currently the vast mayooit malicious messages is targeted towards
vulnerabilities in Windows products (mainly MS Outlook ai& Internet Explorer) there is a real risk
of viruses and other malware taking advantage of securinsfla Linux or webbased applications.

use strict;

$MYHOVE = ' @agdkol ab_pref i x@ad var / amavi sd’ ;
$nydomai n = ' @a@ost fi x- mydomai n@AD ;
$daenon_user = 'amavisd’ ;

$daenmon_group = 'amavi sd’ ;

$daenon_chroot _dir = $MYHOVE;

$QUARANTI NEDI R = " $MYHOVE/ quar ant i ne";
$TEMPBASE = " $MYHOVE/ t np";

$ENV{ TMPDI R} = $TEMPBASE;

$hel pers_hone = $MYHOVE;

$forward_met hod = "sntp: 127. 0. 0. 1: 10025 ;
$noti fy_met hod = $f orward_net hod;

$i net _socket port = 10024,

$i net _socket _bind = '127.0.0.1";
@net_acl = gwm 127.0.0.1 );

@ypass_virus_checks_acl = g™ . );
@ocal _domains_acl = ( ".$nydomain" );

$DO SYSLOG = 1; # (1 = syslog, 0 = logfile)
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$LOGFI LE = "$MYHOVE/ amavi s. | 0g";
$log_level = 5; # (0-5)

$hdrfromnotify_sender = ' SpamAssassi n hel pdesk@onai n. com ;
$notify_spam sender_tenpl = read_text("$MYHOWE notify_spam sender.txt");

$final _spam destiny = D PASS; # Set to D_BOUNCE to bl ock/notify, D PASS to pass through

read_hash(\ %hitelist_sender, ' @adol ab_prefix@a®var/ amavi sd/ whitelist’);
read_hash(\ %l ackl i st _sender, ' @agkol ab_prefi x@a® var/ amavi sd/ bl acklist’);
read_hash(\ %pam | overs, ' @adxol ab_prefi x@a® var/ amavi sd/ spam | overs’);

#def endi ng agai nst nmil bonbs

$MAXLEVELS = 14; # Maxi mumrecursion level for extraction/decoding

$MAXFI LES = 1500; # Maxi mum nunber of extracted files

$M N_EXPANSI ON_QUOTA = 100*1024; # bytes (default undef, not enforced)
$MAX_EXPANSI ON_QUOTA = 300*1024*1024; # bytes (default undef, not enforced)
$M N_EXPANSI ON_FACTOR = 5; # tinmes original nail size (nust be specified)
$MAX_EXPANSI ON_FACTOR = 500; # tinmes original mail size (nust be specified)

$path = * @agkol ab_prefi x@a usr/ sbi n: @agkol ab_pr ef i x@ad usr/ bi n: @akol ab_prefi x@ad bi n’ ;
#$banned_fil ename_re = new _RE();

$file = "file’;

$arc = [’ nomarch’, 'arc'];

$gzip = 'gzip';

$bzi p2 = ' bzip2';

$unconpress = [’ unconpress’, 'gzip -d', ’'zcat'];
$lha = 'l ha';

$unarj = "unarj’;

$unrar = "unrar’;

$z00 = ' zo0';

# SpamAssassin settings

$sa_l ocal _tests_only = 0;

$sa _auto whitelist = 1; # comment this line out to turn off auto whiteli st
$sa_mai | _body_size linit = 64%1024; # 64KB

$sa_tag_l evel _deflt = 3.0; # controls adding the X-Spam Status and X- Spam Level headers,
$sa_tag2_level _deflt 6.3; # controls adding ' X-Spam Flag: YES , and editing Subject,
$sa_kill _level _deflt = $sa_tag2 level deflt; # triggers spam evasive actions:

$sa_spam subj ect _tag = ' ***SPAMF** '
$sa_debug = 1; # comment this line out to turn off debuggi ng

1; # insure a defined return
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4.3.2. Antispam - Spamassassin

Recent versions of spamassassin are integrated into ainavis

4.3.2.1. Spamassassin - User Interface

In the future we intend to integrate possible the horde sahutedor maintaining user specific white-
and blacklist$t t p: / / cvs. horde. or g/ cvs. php/ san .

4.3.3. Free Software Antivirus Scan Engine ClamAV

The costs of scanning for viruses and other malware skynwbie the quality of many proprietary virus
scanner option declines. A special problem is here the raatid supplier of proprietary software for
diversivication. This leads to technical suboptimal solus like large and unreliable software for the
plain download of pattern files. We therefore experiencek@mple ever changing download URLS for
new patterns and the need to update many components of thimaakgularily.

Fortunately there have been recently very positiv reports

(http:// ww. pcwel t. de/ news/ vi ren_bugs/ 37827/ 2. ht nl ) about the opensoure® amAV virus
scanner. For Kolab we use the current ClamAV OpenPKG packafgeourse it is easily possible to
install a proprietary scanner either to replace or supplegi@GamAV.

The Kolab ClamAV package is based on the OpenPKG packagecdrtiguration of ClamAV
cl amav. conf is

#it
## config tenplate file for the Cam AV daenpn

## Pl ease read the clamav. conf(5) manual before editing this file.
##

LogFi | e @agkol ab_prefix@a@t np/ cl and. | og
LogFi | eMaxSi ze 8M

# Log tine with an each nessage.
LogTi e

# Enabl e verbose | oggi ng.
#LogVer bose

# This option allows you to save the process identifier of the listening
# daenmon (main thread).

Pi dFi | e @agkol ab_prefix@a@ var/run/cl and. pi d

TenporaryDirectory @@adkol ab_prefi x@ad var/tnp
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# Path to the database directory.

# Default is the hardcoded directory (mostly /usr/l|ocal/share/clamav,
# but it depends on installation options).

Dat abaseDi rect ory @@dxol ab_prefix@a@var/lib/cl amav

# The daemon works in |local or network node. Currently the |ocal node is
# recommended for security reasons.

# Path to the | ocal socket. The daenobn doesn’t change the node of the

# created file (portability reasons). You may want to create it in a directory
# which is only accessible for a user running daenon.

Local Socket @@gxol ab_prefi x@adt np/ cl and

# Renpve stal e socket after unclean shutdown.
Fi xSt al eSocket

# TCP port address.
TCPSocket 3310

# TCP address.

# By default we bind to | NADDR_ANY, probably not w se.

# Enable the following to provide some degree of protection
# fromthe outside world.

TCPAddr 127.0.0.1

# Maxi mum | ength the queue of pending connections nmay grow to.
# Default is 15.
MaxConnect i onQueuelLengt h 30

# When activated, input stream (see STREAM command) will be saved to disk before
# scanning - this allows scanning wthin archives.
St r eanfaveToDi sk

# Close the connection if this limt is exceeded.
St r eanmivaxLengt h 30M

# Maxi mal nunber of a threads running at the sane tine.
# Default is 5, and it should be sufficient for a typical workstation.
# You may need to increase threads nunmber for a server nachine.

MaxThr eads 10

# Thread (scanner - single task) will be stopped after this time (seconds).

# Default is 180. Value of O disables the tineout. SECURI TY H NT: Increase the
# timeout instead of disabling it.

Thr eadTi neout 500

# Maxi mal depth the directories are scanned at.
MaxDi r ect or yRecur si on 45

# Follow a directory syminks.
# SECURITY HI NT: You shoul d have enabled directory recursion limt to
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# avoi d potential problens.
Fol | owDi rect orySynl i nks

# Follow regular file synlinks.
Fol | owFi | eSym i nks

# Do internal checks (eg. check the integrity of the database structures)
# By default cland checks itself every 3600 seconds (1 hour).
Sel f Check 600

# Execute a conmmand when virus is found. In the command string % and % will
# be replaced by the virus name and the infected file name respectively.

#

# SECURI TY WARNI NG Make sure the virus event comrand cannot be expl oited,

# eg. by using some special file name when % is used.
# Always use a full path to the commuand.
# Never delete/nove files with this directive !

#VirusEvent /usr/local/bin/send_sns 123456789 "VIRUS ALERT: 9% : %"

# This option enables scanning of Mcrosoft O fice docunent macros.
ScanOLE2

#it
## Mai |l support
##

# Uncoment this option if you are planning to scan mail files.
ScanMai |

#it
## Archi ve support
##

# Conment this line to disable scanning of the archives.
ScanAr chi ve

# By default the built-in RAR unpacker is disabled by default because the code
# terribly | eaks, however it’s probably a good idea to enable it.
ScanRAR

# Options bel ow protect your system agai nst Denial of Service attacks
# with archive bonbs.

# Files in archives larger than this limt won’t be scanned.

# Value of O disables the limt.

# WARNING Due to the unrarlib inplenmentation, whole files (one by one) in RAR
# archi ves are deconpressed to the nenory. That’'s why never disable

# this Iimt (but you may increase it of course!)

Archi veMaxFi | eSi ze 20M

45



Chapter 4. Kolab Server Components

# Archives are scanned recursively - e.g. if Zip archive contains RAR file,
# the RAR file will be deconpressed, too (but only if recursion limt is set
# at least to 1). Wth this option you nay set the recursion |evel.

# Value of O disables the linmt.

Ar chi veMaxRecur si on 5

# Nunber of files to be scanned w thin archive.
# Value of 0 disables the limt.
Ar chi veMaxFi | es 1000

# Mark potential archive bonbs as viruses (0 disables the limt)
Ar chi veMaxConpr essi onRati o 200

# Use sl ower deconpression al gorithmwhich uses | ess nmenory. This option
# affects bzi p2 deconpressor only.
#Ar chi veLi m t Menor yUsage

# Mark encrypted archives as viruses (Encrypted. Zi p, Encrypted. RAR).
Ar chi veDet ect Encr ypt ed

4.3.4. Mandatory SMTP Email Addresses

Common Internet pratice and internet standards (RFCs)reetiie existance of the following three
email addresses.

1. The smtp address postmaster@example.com is requiredeamét standards to contact the email
administrator of the domain example.com.

2. The hostmaster@example.com address is used to corgdaNt® adminstrator of example.com.

3. ther internet email users expect abuse@example.comusdakto report abuses involving the mail
domain example.com.

Email to all three addresses is forwarded to a normal Kola ascount setable in the Kolab Web
Admin GUI.

Technically Kolab uses a LDAP based virtual table for the piag of these mandatory email addresses
to a normal Kolab user.

4.4. Cyrus IMAP Daemon

Cyrus is a widely-spread IMAP daemon for Unix environmehttstores emails using the maildir format.

That basically results in a directory structure with eaclaiénepresented by single file. The IMAP users

are managed completely separate from the GNU/Linux systemuats. User quotas and access control
list are provided by the daemon independent of the operatisgm.
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Cyrus’ most interesting feature is it's excellent scaliépilA single Cyrus instance can serve up to
thousand simultaneous interactive IMAP users. The peidioa of the filesystem storage and the
network bandwidth/latency largely determin the maximalahbility. Both of them need to be maximized
to optimize the IMAP server’s performance on a given haréwBuring runtime, approximately one
megabyte of main memory per concurrent IMAP instance (fhahe interactive user) is to be estimated.

4.4.1. LDAP Connectivity

Cyrus can make use of an LDAP directory as backend for ithenttcation mechanism. This is a widely
used feature and can be determined to be very practical actidnal. It therefor uses the Cyrus SASL 2
library with its saslauthd daemon.

4.4.2. Cyrus Sieve

The historic Unix tool procmail can not be used to filter inéogremail for Cyrus IMAP users. This is
due to a special delivery procedure which must be followedkliver mail to a local IMAP user. In
addition heavy usage of procmail limits the scalabilitytod server significantly. The Cyrus IMAP
daemon supports therefor a special scripting languagésttightly coupled to the running daemon. This
language is called Sieve and it is fully standardized by B¥EH Sieve is a general purpose message
filtering language. In this project, we use its capabilitydceating vacation messages and to handle
managed shared resources automatically.

Server scripting and scalability are a sensitive issue.sthaéability of the whole groupware solution
depends heavily on the fact that all processor intensivie isgmplemented on the client side. If the
server has to process additional CPU- or I/O-intensivestétsin a performance degradation is to be
expected. Putting the load on the clients basically meaatgltle total processing power is increased with
the number of clients.

The design principle for employing server side scriptingéalable solutions is: "avoid ressource
intensive server operations - smart clients scale betser $mart servers”

4.4.3. Access Control Lists

Access Permissions are handledfalider level not on a message level. The user shall be able to query
the GUI about access permissions of every folder via RMB n{aranue reachable via clicking right
mouse button). The user is able to manipulate the permissibhis folders using all Kolab clients
including the webclient.

On the server side we have to implement multiple things:

1. Provide an API and usage documentation for the accessgsonms (See definitions below for
NONE, READ, APPEND, WRITE and ALL)

47



Chapter 4. Kolab Server Components
2. Provide a webgui for watching/manipulating access pgsions for the user

3. Provide a webgui for watching/manipulating access p&sions for the maintainers/administrators

API for access permissions as implemented in the cyrus imEpelaffected IMAP commands are
written in brackets.

The basic internal IMAP ACLs
[
Lookup (visible to LIST/LSUB/UNSEEN)

Read (SELECT, CHECK, FETCH, PARTIAL, SEARCH, COPY source)

Seen (STORE \SEEN)

W
Write flags other than \SEEN and \DELETED
i
Insert (APPEND, COPY destination)
o
Create (subfolders)
d
Delete (STORE \DELETED, EXPUNGE)
a

Administer (SETACL)

These Cyrus access permission are combined in differers imayrder to obtain Kolab access
permissions. The user shall neither directly see nor méatipthe Cyrus access permissions.

The Kolab Access permissions

NONE

READ

Irs
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APPEND

Irsi

VWRI TE

Irsiwed

ALL

Irsiwcda

Only these five high level Kolab access control permissibiai e used and available via the Kolab
clients to the user. The Kolab client must use the native €@Ls in the backend.

In the imapd.conf we specify the admins/maintainers uséisiwhave | and a access permissions
implicetly on every folder.

In the configuration file imapd.conf we specify the defauttess control list for public folders. This
configuration option is stored and maintained as alwaysarn_ibAP directory.

Normal folders inherit the access control list from its parfelder.

For special purpose (e.g. bulletin boards) we use the fatigwccess control list

The special purpose Kolab Access permissions

READ ANON

Ir

READ HI DDEN

rs

TheREAD ANON Kolab access permission is used if the specified user/gtoalpsee the folder and can
read it, but the server does not preserve the "Seen" and HRdtas. This set of rights is primarily
useful for anonymous IMAP and public shared folders, whieeggermanent update of the flags by one
user would be confusing the other users.

TheREAD HI DDEN Kolab access permission is used if the specified user/giuaiptse able to read the
mailbox and the server preserves the "Seen" and "Recens, fiatjthe mailbox is not visible to the

users through the various mailbox listing commands. Thegisrip must know the name of the mailbox
to be able to access it. This set of rights is useful for noripghared folders and avoid unecessary leak
of information (names of folders not accessable to the ws®t)also avoid questions at the helpdesk.
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Basically the user is using the Kolab client using his priyridentity. Based on this identity he gains
access to folders owned by other users or the system (shadedd). There is no change of identity
when accessing foreign folders. The server checks for aadashe user identity / credentials provided
when connecting to the Cyrus imap server.

When listing the available folders from the server in theprsabscription dialog the user sees all folders
with the lookup permission in the folder tree.

Whenever sending a message (e.g. an email) via SMTP thesusgiteéd which sender indentity is to be
used comparable to the current KDE 3.2.1 KMail implementathere shall be no popups or modal
dialogs in the way when doing so. The decision has finally tmbde immediately before message is
beeing send.

When editing/creating (IMAP append) groupware messagasttie identitiy within the message must
be set accordingly in order to be useful. (e.g. organizenahaent)

The GUI of the Kolab client shall be aware of the ACLs and behaacordingly. E.g. dont allow saving
of a message in a dIMAP folder if write permissions are lagkifhis is required in order to prevent
problems when used in disconnected mode. The Kolab clientchieeep the acl information uptodate in
its local cache in order to make delayed access permissadrigms unlikely.

Nevertheless the Kolab client must be able to handle andveeagotential a potential lock (e.g.
permission to write to a folder with pending new messagesagbtrecently). The Kolab client shall
continue to synchronize as much as possible, warn the userdielog about the fact that some folder
could not be written to and preserve the messages. The doefimution e.g. mving or deleting the
conflicting messages is up to the manual procedure by the user

Kolab only ever uses positive access permissions. This stbanthe Kolab access permissions only
control the access via allow parameters for users and grdinese is no concept of negative access
permissions as well known from Apache like deny statements.

4.4.4. Cyrus Quota

Quotas allow server administrators to limit resources ugeldierarchies of mailboxes on the server.

The Cyrus IMAP server supports quotas on storage, whichfisetkas the number of bytes of the
relevant RFC-822 messages, in kilobytes. Each copy of aagess counted independently, even when
the server can conserve disk space use by making hard limkeseage files. The additional disk space
overhead used by mailbox index and cache files is not chagpedst a quota.

Quotas are applied to quota roots, which can be at any letbeahailbox hierarchy. Quota roots need
not also be mailboxes. For the Kolab Server we limit oursetdp level quota roots. This means we only

50



Chapter 4. Kolab Server Components

apply quotas to the complete mailbox of a user (root of anviddal account) and to the root of shared
folder hierarchies.

Quota roots are created automatically when they are mesdtionthe setquota command. Quota roots
may not be deleted through the protocol. We automaticahaterthe quota roots when applying the
initial quota values to the quota roots.

4.4.4.1. Hard Quota

Normally, in order for a message to be inserted into a majltfexquota root for the mailbox must have
enough unused storage so that inserting the message wilhnse the block quota to go over the limit.

Mail delivery is a special case. In order for a message to beetled to a mailbox, the quota root for the
mailbox must not have usage that is over the limit. If the edagot over the limit, then one message
may be delivered regardless of its size. This puts the méghsage over the quota, causing a user to be
informed of the problem and permitting them to correct idéfivery were not permitted in this case, the
user would have no practical way of knowing that there was it could not be delivered.

If the usage is over the limit, then the mail delivery willlfaiith a temporary error. This will cause the
delivery system to re-attempt delivery for a couple of dgexihitting the user time to notice and correct
the problem) and then return the mail to the sender.

The Kolab clients must be able to handle the hard quota limdt@rovide a localized and meaningful
error message. The message which could not get synchranizettemain in the folder. User is ask to
manually solve the problem e.g. deletion of messages.

Each maintainer of a domain gets a daily quota report via leifais report has different sections for
hard quota, soft quota and filesystem usage for everyoneldedrequency or disabling of this feature
is configurable by an administrator (No GUI currently).

In order to be able to deal with quotas correctly the KDE dlimnst first delete messages before trying
to send new messages.

4.4.4.2. Soft Quota

When a user selects a mailbox whose quota root has usage thasé to or over the limit and the user
hasd rights on the mailbox, the server will issue an alert notifythe user that usage is close to or over
the limit. The threshold of usage at which the server willissguota warnings is set by thaot awar n
configuration option.

51



Chapter 4. Kolab Server Components

The server only issues warnings when the usehdghts because only users wittrights are capable
of correcting the problem.

While hard quotas have a system wide default in and are pequsatities the soft quota only makes
sense as a system wide policy (e.g. 80%).

4.5. ProFTP Daemon

ProFTPD offers good security features such as a changemeiobement and a fine granular access
configuration. Herein it can be configured to allow a storbrorcoming directory for the free-busy lists
for all groupware users. Apart from that it is completelyleggable by any other standard compliant
FTP daemon, if desired.

Its only functionality on the Kolab server is the legacy mealenable Windows clients to publish their
free-busy lists via anonymous FTP on the server. If only KIé&nts connect, the FTP functionality is
not needed.

FTP is deactivated by default, for security reasons andrisidered depricated. It is to be expected that
the FTP service will be removed with some future release déixo

4.6. Kolab Server Backup Strategy

One of the biggest advantages of using the maildir formaherkblab server is, that no special
procedures need to be designed to deal with the well known filedssues of other solutions. A
differential backup strategy with a few incremental datekogs can afford to just ignore the fact that
some files throughout the IMAP server filesystem structurg acdually be opened during backup time.
Itis also possible to restore single mailboxes or even sirgiails with small to zero additional effort,
compared to restoring any other file on the system. This isobttee biggest benefits over other available
solutions which sometimes operate an a single large birggecblike a multi-gigabyte database, that
actually would require a shutdown or a highly sophisticateline-backup mechanism for save backup
and restore procedures.

4.6.1. Backup of IMAP Store

Backup and restore of messages can be done with commonlgilaeaools. There is no need for special
backup clients.
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4.6.1.1. Backup of IMAP messages

The source for the backup of the IMAP storéd kol ab/ var /i mapd/ spool . Each individual message
is contained in a seperate file. The normal message files I&maénts, tasks and notes) use an integer
with a trailing dot (.) as filename. This integer is increaB®&devery message in a folder and never
reused. So the filename is unique within a folder at all times.

4.6.1.2. Restore of IMAP messages

Restoring of message is basically simply revovering thesamgs files from the backup and then running
reconst ruct in order to cleanly integrate the recovered message in thp thatabases.

The largest database is the mailbox directories. Each madbvectory contains the following files:

1. message files

There is one file per message, containing the message in REB&at. Lines in the message are
separated by CRLF, not just LF. The file name of each messdlge rmessage’s UID followed by a
dot (.).

2. cyrus.header

This file contains a magic number and variable-length inftiom about the mailbox itself.

3. cyrus.index

This file contains fixed-length information about the maxlitself and each message in the mailbox.

4. cyrus.cache

This file contans variable-length information about eackssage in the mailbox.

5. cyrus.seen

This file contains variable-length state information abearth reader of the mailbox who has "s"
permissions.

Ther econst ruct program can be used to recover from corruption in mailboaalaries. If
reconst ruct can find existing header and index files, it attempts to pvesany data in them that is not
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derivable from the message files themselves. The statenst r uct attempts to preserve includes the
flag names, flag state, and internal date. It derives all atfi@mation from the message files.

An administrator may recover from a damaged disk by resfariessage files from a backup and then
running reconstruct to regenerate what it can of the othes. fil

Ther econst ruct program does not adjust the quota usage recorded in any mpattiles. After
running reconstruct, it is advisable to rynot a - f in order to fix the quota root files.

4.6.2. Backup of LDAP Directory

The data of the OpenLDAP server is stored kol ab/ var/ openl dap/ openl dap- dat a/ . Doing a
shapshot (e.g. using LVM tools) of this directory and itstemts is the main step when backing up the
LDAP directory.

The files in theopenl dap- dat a directory are actually Berkley DB databases. When recogdrdb
files it is highly recommended to run db_recover on them ireotd commit any missing database logs.

4.6.2.1. Portable Backup of LDAP Directory

The most portable way of doing a backup of the LDAP directertpiuses| apcat . This creates a
textual representation of the directory using the LDAP Blioey Interchange Format (LDIF). For
consistency it is highly recommended to stop the directeryise while doing &l apcat .

4.6.2.2. Restoring a portable Backup of LDAP Directory

The LDIF file obtained frons! apcat can be easily added to an otherwise empty LDAP server using
sl apadd.

Please note that the LDIF file generatedsthypcat is suitable for use witlsl apadd but notl dapadd.
As the entries are in database order, not superior first ditgr cannot be loaded wittdapadd without
first being reordered.

In case uninterrupted operation of the directory servezdgiired you can simply replicate the directory
server to a slave server setup. It is then save to stop the dlaing the backup operation without
interrupting the main LDAP directory service.
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4.7. Administrator User Interface

The Kolab server is administratored via a PHP based welfaatprotected by SSL. The administrator
interface is devided into the following subsections

1. Server Setup

2. Setup of Server Name, Domain Name, General Email Optinable/Disable of Legacy modes
3. Vacation Setup

4. Administrator interface for vacation messages

5. User Accounts: individual accounts with all user spediéta including password, electronic
business cards and the language setting for Microsoft Okitlo

6. Administration of shared folders

4.8. Multi Location Setup

Some organization are distributed over several distirgztions with slow wide area network (WAN)
links between the locations and a fast local area network\().An order to provide optimal performance
for all users it is advicable to have a Kolab server at eacétion.

Each Kolab server primarily serves the local users whil&alab servers talk to the central Kolab LDAP
server. In order to further increase speed and lower thendkey on the availability of the central
LDAP server the location may choose to run a local secondBAR_server as long as all write
operations are done on the central server.

The basic idea is that all Kolab server see the very sametdiseand learn from the homeServer LDAP
attribute which are their users. Every Kolab server knowsiaéll Kolab users and therefore is able to
grant access to folders to users belonging to differentliKblame servers.

In addition this makes moving users from one location to theiovery easy as the required account is
already known to the target machine. A nifty an reliable tgraie IMAP folders is
http://gopher. quux. org: 70/ devel / of f| i nei map/ .

The Kolab clients are supposed to be able to use the homeS¢tnlaute in order to figure out where to
lookup the freebusy list of a user. Unfortunately some lggdients (esp. MS Outlook) lack this ability
so you are either forced to keep the contents of the freehiusgtdry (small amount of data)
synchronized using external tools like rsync over ssh ramfa cron job or you limit yourself to a single
Kolab server within your organization to keep the freebistg lof all users.

There is no final rule which solution works best for integrgtiegacy clients and the decision depends
on many factors including locality of typical requests aetwork availability.
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With Kolab 3.0 we will use Apache mod_rewrite modules in artdehave a transparent server side
support for legacy Kolab clients. We use this mod_rewriterter to process the download requests with
a php script, fetch the required freebusy list from the appate Kolab server and then present the result
to the requesting client.

4.9. Maintenance of Kolab server
4.9.1. Installation of Kolab server

4.9.2. Upgrade of Kolab server

It is safe to expect that for security reasons, new featurbsgfixes a new release of the Kolab server is
often desirable.

We use the sam&bnt ool for upgrading which is used for installing the Kolab server.

A safe method for updating in case a short downfime is acckpigbirst to become the superuser of the
system and then get the proper shell environment. Aftersvéirel new kolab rpm packages get installed
and compiled if required. Thebnt ool takes care about downloading further required packages
automatically. The intermediake| abconf which happens to depend on OpenLDAP is sometimes
mandatory for doing an update of the current configuratiathefolab services. Last but not least all
Kolab server processes get started.

Further refinement typically happens via the Kolab web adstrition gui.

1.#su-
. #/kolab/etc/rc --eval all env
. #/kolab/etc/rc all stop

. #.Jobmtool kolab (from the correct location of course)

. #/kolab/sbin/kolabconf

2
3
4
5. #/kolab/etc/rc openldap start (only openldap is needsehwunning kolabconf)
6
7. #/kolab/etc/rc openldap stop

8

. #/kolab/etc/rc all start

Just keep an eye out during the for .rpmsave files. They wilbeahe different services not to start...

56



Chapter 4. Kolab Server Components

4.9.3. Changing Manager/calendar/nobody password

The manager password on a Kolab server can be changed usikgl@iopasswd command like this.

- #/kolab/bin/kolabpasswd

The system passwords for calendar and nobody are intertyakorthey are rarely changed.
Nevertheless kolabpassword is also able to change these wit

- #/kolab/bin/kolabpasswd calendar

- #/kolab/bin/kolabpasswd nobody

Please note that in a Kolab multi-location setup the pasgsvarust be changed on each individual node
seperately.
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There are multiple Kolab clients on the Windows platformlirting proprietary plugins for Outlook like
the Toltec Connector.

The mainly tested Windows client application to cooperaitt the Kolab Server 2.0 and the KDE client
Kontact is Outlook 2002 or later on Windows XP with the Tol@ennector plugin installed. No
modifications are made to this proprietary software. Butesoptional settings in the "ExtrasOptions”
dialog must be made to insure interoperability:

The following settings have to be made within Outlook to stthe freebusy information on the Kolab
server. By default Outlook uses an anonymous ftp serveritigiuthe freebusy data. To retrieve
freebusy information of paticipants Outlook uses the htgthrad.

With Kolab 2 we do not require the legacy ftp upload featurgnaore. Instead freebusy data can be
requested at anytime from the Kolab server which is thenmgeing the data on the fly. This allows for
more sophistaced freebusy data independent of the limitgbak capabilities. E.g. it is possible with
Kolab 2 that multiple calendars including group calendargticbute to the freebusy data.

Due to the fact that the legacy ftp protocol is unsecure wg rarch discourage the usage of the real
user password as stored in the LDAP directory in case theyetiaupload feature is required to
integrate non Kolab 2 clients with the Kolab server.

For http access of the freebusy information on the Kolabeseawalid username and password has to be
given. The credentials will be verified via SASL autheniiwabn the LDAP directory of the server. The
procedure of setting the required options within Outlodlofes (german version). One can also refer to
the excellent Toltec Connector documentation

http://ww. tol tec. co. za/ downl oads/t okhow o- 1. 0. pdf for doing this.

1. "Einstellungen->Kalenderoptionen" "Besprechungsayen standardmafiig als iCAL senden"
"Frei/Gebucht Optionen->Unter dieser URL vertffentlinph&RL: empty "Frei/Gebucht
Optionen->Unter dieser URL suchen" URL: httpz SERNAME>: <PASSOWRD>@<kolab
server-/freebusy/%NAME%.ifb

2. "Email Format" "Senden im Nachrichtenformat" : "Nur Text

3. "Internet Mail" "MIME : Quoted Printable"

Outlook with the Toltec Connector 1 operates on the IMAP éolslightly differently from the KDE

client. The file format for storing notes, task lists, calenevents, and contacts is a multi-part MIME
message with an additional TNEF (Transport Neutral Endafien Format) encoded MIME part being
an additional information carrier. TNEF is a proprietarycktisoft format which serializes MAPI objects.
However, with the above adjustments made to the configurafi@utlook it can be advised to send and
receive calendar events, notes, contacts, and task lsthe&ialmost open format we describe later in the
appendix.
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The next generation of the Toltec Connector (version nusBed) is in development and aims at being
fully compatible with the Kolab 2 XML storage format.

5.1. Language dependencies

Due to the fact that Microsoft Outlook does not only localize user visible interface but also internal
data including non user visible filenames, directory narats,it was not possible to change the
language of the Microsoft Outlook without loosing old dafthis problem has been solved with Kolab 2
by using IMAP annotations which define the intended purpdsefolder. E.g. it defines that a folder
independent of its name shall be the default calendar store.
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The KDE client is implemented using these existing Freevign KDE projects and their technologies.
This development effort is directly conducted in the KDE Chpository and shall be integrated in
future releases of the existing Free Software projects:

- KDE Kontact (used as a container for KParts)

- KMail KPart (with Agypten/SPHINX encryption extensions)
« KOrganizer KPart)

+ KAddressbook KPart

+ KPilot with Conduits

The following implementation activities have been ideatifi

- Integrate the components with the graphical Kontact sKelhtact acts as a kparts container and runs
all the KDE componentes for the PIM solution as embeddedt&par

- Add proper offline support to the IMAP kioslave called disaeated IMAP (dIMAP).

- Extend the GUI to support further functionality.

« implement the new Kolab XML storage format in addition to &éxésting iCalendar format in order to
become fully interoperable with clients that are not base&@rganizer (e.g. Outlook based clients).

- implement logic for complex groupware functionality
- implement further features as given in the previous chapter

« keep iCalendar format for everything sent over SMTP whike e new XML storage format and the
new IMAP features like annotations to make the clients batteroperate with each other.

- development of migration tools to convert mailboxes betwesage with the KDE client and
Outlook/Toltec

A more detailed description is out of the focus of this docote

6.1. Language dependencies

In order to stay comptible to Microsoft Outlook clients inlkb 1 it was required that the KDE client
determined the language used to access folders on the Kartadrswith Kolab 2 this is much more
cleanly and more robustly solved using IMAP annotationsARvannotation allows us to add small
annotations to an IMAP folder describing its use. Curreatipotations are used to define calendar, task
and contact folders. One of each categorie of groupwarefslid defined as the default folder for its
type. E.qg. there is always a default calendar which is usedh&rging incoming event requests etc. In
addition IMAP folder annotations are used for marking cdbes as relevant for the creation of freebuys
information. Basically this means that the Kolab 2 clienit lpe interoperable with each other
independent of the localizations and languages used.
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A.l. Calendar Event

(conformantto IETF RFC 2445)

Recei ved:

From "Tassilo Erlewein" <tassilo@ol abserver. kde. org>

To: <testl1l@ol abserver. kde. org>

Subj ect: W Wchtige Notiz

Date: Mon, 9 Sep 2002 17:26:22 +0200

Message- | D:

M ME- Version: 1.0

Cont ent - Type: nul ti part/ m xed;
boundary="----=_NextPart_000_0013_01C25826. 04F609F0"

I nportance: Nor nal

This is a multi-part nessage in MM fornmat.

------ = Next Part_000_0013_01C25826. 04F609F0
Cont ent - Type: text/plain;

charset ="i so- 8859- 1"
Cont ent - Transf er - Encodi ng: 7bit

This is an alternative representation of a TEXT/ CALENDAR M ME (bj ect

When: 7/1/1997 10: 00AM PDT - 7/1/97 10: 30AM PDT
Wher e:

Organi zer: fool@xanpl e.com

Sunmary: Phone Conference

------ = NextPart 000 0013 _01C25826. 04F609F0

Content - Type: text/cal endar; net hod=REQUEST;
charset ="utf-8"

Cont ent - Transf er - Encodi ng: quot ed-pri ntabl e

BEG N: VCALENDAR

PRCDI D: -/ / ACVE/ Deskt opCal endar// EN

METHOD: REQUEST

VERSI ON: 2. 0

BEG N: VEVENT

ORGANI ZER: mai | t o: f ool@xanpl e. com

ATTENDEE; ROLE=CHAI R; ATTSTAT=ACCEPTED: nui | t o: f ool@xanpl e. com
ATTENDEE; RSVP=YES; TYPE=I NDI VI DUAL: mai | t 0: f oo2@xanpl e. com
DTSTAMP; 19970611T190000Z

DTSTART: 19970701T170000Z

DTEND: 19970701T173000Z

SUMVARY: Phone Conference
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Ul D: cal svr. exanpl e. com 8739701987387771
SEQUENCE: 0
STATUS: CONFI RVED
END: VEVENT
END: VCALENDAR
------ = Next Part_000_0013_01C25826. 04F609F0- -

A.2. Note

Recei ved:
From "Tassilo Erlewein" <tassil o@ol abserver. kde. org>
To: <testl1l@xol abserver. kde. org>
Subj ect: W Wchtige Notiz
Date: Mon, 9 Sep 2002 17:26:22 +0200
Message- | D:
M ME-Version: 1.0
Cont ent - Type: nul ti part/m xed;
boundary="----=_Next Part _000_0013_01C25826. 04F609FQ"
I mportance: Nor nal

This is a multi-part nessage in MM fornmat.
------ =_Next Part_000_0013_01C25826. 04F609F0
Cont ent - Type: text/plain;
charset ="i so- 8859- 1"
Cont ent - Tr ansf er - Encodi ng: 7bit
(text representation of the note, yet to be deterni ned)
------ =_Next Part_000_0013_01C25826. 04F609F0
Cont ent - Type: text/x-note
charset="utf-8"
Cont ent - Transf er - Encodi ng: quot ed- pri ntabl e

Here cones the note text

------ = NextPart_000_0013_01C25826. 04F609F0- -

A.3. Contact

Recei ved:
From "Tassilo Erlewein" <tassilo@ol abserver. kde. org>
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To: >testl1l@ol abserver. kde. org>

Subj ect: W Wchtige Notiz

Date: Mon, 9 Sep 2002 17:26:22 +0200

Message- | D

M ME- Version: 1.0

Cont ent - Type: nul ti part/ m xed;
boundary="----=_NextPart_000_0013_01C25826. 04F609F0"

I nportance: Nor nal

This is a multi-part nessage in MM fornmat.
------ =_Next Part_000_0013_01C25826. 04F609F0
Cont ent - Type: text/plain;

charset ="i so- 8859- 1"
Cont ent - Tr ansf er - Encodi ng: 7bi t

(text representation of the vcard, to be deternined)

------ = Next Part _000_0013_01C25826. 04F609F0
Cont ent - Type: text/x-vcard;
nanme="Kal | e Dal hei mer. vfb"
Cont ent - Tr ansf er - Encodi ng: 7bi t
Cont ent - Di sposition: attachment;
fil ename="Kal | e Dal hei mer. vfb"

BEG N: VCARD

VERSION: 2. 1

N: Dal hei ner; Kal | e

FN: Kal | e Dal hei ner

ORG Kl arvi el ens Kunsul t

TI TLE: CEO

TEL; WORK; VO CE: 1413413241
REV: 20020909T150816Z

END: VCARD

------ = NextPart_000_0013_01C25826. 04F609F0- -

A.4. Task Lists

(conformantto IETF RFC 2445)

Recei ved:

From "Tassilo Erlewein" <tassil o@ol abserver. kde. org>
To: <testl@ol abserver. kde. org>

Subject: WG Wchtige Notiz

Date: Mon, 9 Sep 2002 17:26:22 +0200

Message- | D

M ME- Version: 1.0
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Cont ent - Type: nul ti part/ m xed;
boundary="----=_Next Part_000_0013_01C25826. 04F609F0"
I mportance: Nor nal

This is a multi-part nessage in MM fornmat.

------ = Next Part_000_0013_01C25826. 04F609F0
Cont ent - Type: text/plain;

charset ="i so- 8859- 1"
Cont ent - Tr ansf er - Encodi ng: 7bi t

(text representation to ToDo, yet to be deternined)

------ = Next Part_000_0013_01C25826. 04F609F0
Cont ent - Type: text/cal endar
Cont ent - Transf er - Encodi ng: 7bit

BEG N: VCALENDAR

PRCDI D: -/ / ACVE/ Deskt opCal endar// EN
METHOD: REQUEST

VERSI ON: 2. 0

BEG N: VTODO

ORGANI ZER: Mai | t 0: A@xanpl e. com

ATTENDEE; ROLE=CHAI R: Mai | t 0: A@xanpl e. com
ATTENDEE; RSVP=TRUE: Mai | t 0: B@xanpl e. com
ATTENDEE; RSVP=TRUE: Mai | t 0: C@xanpl e. com
ATTENDEE; RSVP=TRUE: Mai | t 0: D@xanpl e. com
DTSTART: 19970701T170000Z

DUE: 19970722T170000Z

PRICRITY: 1

SUWMMARY: Creat e the requirements docunent
Ul D: cal srv. exanpl e. com 873970198738777- 00@xanpl e. com
SEQUENCE: 0

DTSTAMP: 19970717T200000Z

STATUS: Needs Action

END: VTODO

END: VCALENDAR

------ = Next Part_000_0013_01C25826. 04F609FO0- -

A.5. Free-Busy Lists

(conformant to IETF RFC 2445, note that this is not an emaihfat)

BEG N: VCALENDAR
VERSI ON: 2. 0
PRODI D: -/ / RDU Sof t war e/ / NONSGML HandCal / / EN
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BEG N: VFREEBUSY

ORGANI ZER: MAI LTO j smi t h@ost . com

DTSTART: 19980313T141711Z

DTEND: 19980410T141711Z

FREEBUSY: 19980314T233000Z/ 19980315T003000Z

FREEBUSY: 19980316T153000Z/ 19980316T163000Z

FREEBUSY: 19980318T030000Z/ 19980318T040000Z

URL: htt p://ww. host. conl cal endar/ busytine/jsmth.ifb
END: VFREEBUSY

END: VCALENDAR
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To visualize the format of the appropriate message type weajamples of messages which were sent
by Outlook with Bynari plugin and stored on the Cyrus IMAP\&sr In addition to the formats
presented here it is necessary that the KDE client can hamdkg part MIME emails with TNEF
encoded attachments (known as "winmail.dat", containidg®Mobject information). To explain the
TNEF format is out of the scope of this document.

B.1. Calendar Event

Recei ved:
From "Achi m Frank" <achi m@ol abserver. kde. org>
To: <testl1l@ol abserver. kde. org>
Subject: testl - nmeeting
Date: Sun, 8 Sep 2002 18:49:21 +0200
Message- | D
M ME-Version: 1.0
Cont ent - Type: text/cal endar; net hod=REQUEST;
charset ="utf-8"
Cont ent - Transf er - Encodi ng: quot ed-pri ntabl e
X-Priority: 3 (Normal)
X-MSMai | -Priority: Normal
X-Mailer: Mcrosoft Qutl ook CA5, Build 9.0.2416 (9.0.2911.0)
I mportance: Nor nal
X-M meOLE: Produced By M crosoft M nmeOLE V5. 00.2919. 6700

BEG N: VCALENDAR

PRODI D: -// M crosoft Corporation//CQutlook 9.0 M VMEDI R/ / EN

VERSI ON: 2. 0

VETHOD: REQUEST

BEGQ N: VEVENT

ATTENDEE; CN=3Dt est 1@ol abser ver. kde. or g; ROLE=3DREQ PARTI Cl PANT; RSVP=3DTRUE: VAl LTO=

1t est 1@ol abserver. kde. org

ORGANI ZER: MAI LTO achi m@ol abserver. kde. org

DTSTART: 20020908T193000Z

DTEND: 20020908T200000Z

LOCATI ON: dahei m

TRANSP: OPAQUE

SEQUENCE: 0

ul D

DTSTAMP: 20020908T164921Z

DESCRI PTI ON: Zeit: Sonntag\, 8. September 2002 21:30-22:00 (GVr+01: 00)
Ansterdam, Berlin\, Bern\, Rom, Stockholm, Wen.\nOt:
dahei m n\ n* ~* ~* ~* ~* _x % *x * *\pn\ntestl - einladung

SUMVARY: test1l - neeting

PRIORITY: 5

CLASS: PUBLI C
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BEG N: VALARM

TRI GGER: PT15M

ACTI ON: DI SPLAY
DESCRI PTI ON: Reni nder
END: VALARM

END: VEVENT

END: VCALENDAR

B.2. Note

Recei ved:

From "Tassilo Erlewein" <tassilo@ol abserver. kde. org>

To: <testl1l@ol abserver. kde. org>

Subject: WG Wchtige Notiz

Date: Mon, 9 Sep 2002 17:26:22 +0200

Message- | D

M ME-Version: 1.0

Cont ent - Type: nul ti part/ m xed;
boundary="----=_NextPart_000_0013_01C25826. 04F609F0"

X-Priority: 3 (Normal)

X-MSMai | -Priority: Normal

X-Mailer: Mcrosoft Qutlook CWA5, Build 9.0.2416 (9.0.2911.0)

I nportance: Nor nal

X-M meOLE: Produced By M crosoft M meOLE V5. 00.2919. 6700

This is a multi-part nessage in MM fornmat.

------ = Next Part_000_0013_01C25826. 04F609F0
Cont ent - Type: text/plain;

charset ="i so- 8859- 1"
Cont ent - Tr ansf er - Encodi ng: 7bi t

= Next Part _000_0013_01C25826. 04F609F0
Cont ent - Type: nessage/rfc822

Cont ent - Tr ansf er - Encodi ng: 7bi t

Cont ent - Di sposi tion: attachnent

Subj ect: Wchtige Notiz
Date: Tue, 3 Sep 2002 18:13:16 +0200
M ME- Version: 1.0
Cont ent - Type: text/plain;

charset ="i so- 8859- 1"
Cont ent - Transf er - Encodi ng: 8bit
X-Priority: 3 (Normal)
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X-MSMai | -Priority: Normal

X-Mailer: Mcrosoft Qutlook CWA5, Build 9.0.2416 (9.0.2911.0)
I mportance: Nor nal

X-M meOLE: Produced By M crosoft M nmeOLE V5. 00.2919. 6700

hi er eine sehr wi chtige Notiz:
bla bla bla

------ = Next Part_000_0013_01C25826. 04F609F0- -

B.3. Contact

Recei ved:
From "Tassilo Erlewein" <tassil o@ol abserver. kde. org>
To: <testl1l@ol abserver. kde. org>
Subj ect: WG Kall e Dal hei ner
Date: Mon, 9 Sep 2002 17:08:26 +0200
Message- | D:
M ME- Version: 1.0
Cont ent - Type: nul ti part/ m xed;
boundary="----=_Next Part_000_0002_01C25823. 836243B0"
X-Priority: 3 (Normal)
X-MSMai | -Priority: Normal
X-Mailer: Mcrosoft Qutl ook CA5, Build 9.0.2416 (9.0.2911.0)
I nportance: Nor nal
X-M meOLE: Produced By M crosoft M meOLE V5. 00.2919. 6700

This is a multi-part nessage in MM fornmat.

------ =_Next Part _000_0002_01C25823. 836243B0
Cont ent - Type: text/plain;

charset ="i so-8859- 1"
Cont ent - Transf er - Encodi ng: quot ed- pri nt abl e

------ = NextPart 000 0002 01C25823.836243B0
Cont ent - Type: text/x-vcard;
nane="Kal | e Dal hei mer. vfb"
Cont ent - Transf er - Encodi ng: 7bit
Cont ent - Di sposi tion: attachment;
filenane="Kall e Dal hei mer. vfb"

BEG N: VCARD
VERSI ON: 2. 1
N: Dal hei ner; Kal | e
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FN: Kal | e Dal hei ner

ORG Kl arvi el ens Kunsul t

TI TLE: CEO

TEL; WORK; VO CE: 1413413241
REV: 20020909T150816Z

END: VCARD

------ = Next Part_000_0002_01C25823. 836243B0- -

B.4. Task

Recei ved:
From "Tassilo Erlewein" <tassil o@ol abserver. kde. org>
To: <testl1l@xol abserver. kde. org>
Subject: WG sdljsljsg
Date: Mon, 9 Sep 2002 17:29:17 +0200
Message- | D
M ME- Version: 1.0
Cont ent - Type: nul ti part/ m xed;
boundary="----=_Next Part_000_0018_01C25826. 6D250760"
X-Priority: 3 (Normal)
X-MSMai | -Priority: Normal
X-Mailer: Mcrosoft Qutlook CWA5, Build 9.0.2416 (9.0.2911.0)
I mportance: Nor nal
X-M meOLE: Produced By M crosoft M nmeOLE V5. 00.2919. 6700

This is a nulti-part nessage in MM format.

------ = Next Part_000_0018_01C25826. 6D250760
Cont ent - Type: text/plain;

charset ="i so- 8859- 1"
Cont ent - Transf er - Encodi ng: 7bit

------ = Next Part_000_0018_01C25826. 6D250760
Cont ent - Type: nessage/rfc822

Cont ent - Transf er - Encodi ng: 7bit

Cont ent - Di sposi tion: attachment

From "Tassilo Erlewein" <tassil o@ol abserver. kde. org>
To: <tassil o@ol abserver. kde. org>

Subj ect: sdljsljsg

Date: Tue, 3 Sep 2002 18:29:56 +0200

M ME-Version: 1.0

Cont ent - Type: text/plain;
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charset ="i so- 8859- 1"
Cont ent - Transf er - Encodi ng: 7bit
X-Priority: 3 (Normal)
X-MSMai | -Priority: Normal
X-Mailer: Mcrosoft Qutl ook CA5, Build 9.0.2416 (9.0.2911.0)
I nportance: Nor nal
X-M meOLE: Produced By M crosoft M meOLE V5. 00.2919. 6700

------ = NextPart_000_0018_01C25826. 6D250760- -
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